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 It is known that configuring system information and event management (SIEM) 

infrastructure using conventional virtualization still provides essential functions. 

However, if a problem occurs such as a configuration error during the staging 

process or application service failure, the recovery process from the error requires 

quite a long time. This research aims to explore and analyze the implementation of 

container technology in the SIEM Infrastructure using the Wazuh platform. The 

analysis focuses on a Docker-based architecture running Wazuh's core 

components: the wazuh-indexer, wazuh-manager, and wazuh-dashboard, each in its 

own container. This approach is evaluated to see how containerization affects 

SIEM effectiveness and efficiency, particularly in resource utilization and fault 

recovery. Performance testing carried out on systems using Docker Containers 

shows lower Memory and CPU usage compared to Conventional Virtualization. 

The results demonstrate that Docker not only enhances resource efficiency but also 

improves system resilience, directly impacting SIEM operational functionality. 
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I. INTRODUCTION 

In previous research, wazuh installation was carried out 

using conventional virtualization in the cloud, which 

provides essential functions [1]. However, this can be a 

problem if a configuration error occurs during the staging 

process. Recovery from these errors can take quite a long 

time to return the operating system to the state before the 

error occurred. This can be overcome by utilizing the 

snapshot feature; however, it can be a concern in terms of 

costs inasmuch as the VM (Virtual Machine) instances used 

are on cloud services. Flexibility during migration and 

maintenance such as upgrades is also a concern when using 

conventional virtualization. In response to this issue, the 

container system approach is considered to be an alternative 

that is worth trying. Therefore, this research aims to explore 

and analyze the implementation of container technology in 

the SIEM Infrastructure. 

Therefore, using Containers like Docker includes the 

ability to create images that can be quickly built, shared, and 

run across multiple environments with flexible 

configurations. Containers are an approach to application 

development and management that allows an application and 

all of its dependencies to be isolated in a container that can 

be run across multiple environments [2]. Docker containers 

can optimize resource use more efficiently compared to 

conventional virtualization. 

Docker containers allow users to quickly create and save 

snapshots of running containers. In the context of Wazuh, 

this means that the system configuration can be backed up 

efficiently. If a configuration error occurs, recovery can be 

performed quickly using the snapshot without needing to 

restore the entire operating system. This Docker snapshot 

feature provides great flexibility in error management and 

reduces associated downtime. Containers differ from 

virtualization in that they require a separate operating system 

for each virtual machine, whereas multiple containers can 

share the same operating system [3]. Additionally, Docker 

containers can be easily stopped or removed when they are 

not needed, so users only pay for the resources used while 

the container is running. This provides better control over 

operational costs.  

As the research conducted by Felani et. al [4], the test 

results show that optimization making the low specification 

server can run multiple applications all at once. the Docker 

container virtualization can tackle the high-cost hardware 
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requirements. These are proven by resource utilization that 

relatively low at 15,5% and 18,8% cpu usage percentage 

respective to its cores and 61.8% of ram usage from 2 GiB 

total. 

Informed by Mulyadi et al [5], regarding the use of the 

Elastic Stack implementation for a security information 

management system using the Docker container approach, it 

shows good performance and low latency. Although the 

performance with the Docker container approach is not 

significantly different from the standalone version, resource 

efficiency can be obtained because using Docker can carry 

out deployment more than one service instance in one host.  

Previous research has focused on deploying Wazuh using 

conventional virtualization or implementing the Elastic 

Stack on Docker. However, a direct, systematic performance 

comparison of a complete Wazuh SIEM stack on Docker 

versus a traditional VM is not extensively covered. The 

novelty of this study is therefore explicit: Unlike previous 

works that focus on Docker-based IDS or general logging 

platforms, this study focuses on a comprehensive SIEM stack 

performance comparison under Docker vs. traditional VM 

environments, using Wazuh as the subject. This research 

provides a quantitative analysis of resource utilization under 

a simulated attack load, offering clear metrics on the 

efficiency gains of containerization for a full-featured SIEM 

solution[6][7][8]. 

This research provides a comprehensive analysis covering 

several key operational aspects. The primary focus is on 

resource efficiency, measured through a direct comparison 

of CPU and memory utilization between containerized and 

traditional VM environments. The analysis also extends to 

deployment and management, where the use of Docker 

Compose simplifies the definition of multi-container 

applications. A significant aspect of this study is the 

evaluation of fault recovery capabilities, highlighting how 

container snapshots offer a more rapid recovery mechanism 

compared to traditional VM snapshots. Finally, while this 

study implements a single-node architecture , it lays the 

groundwork for evaluating the scalability of a containerized 

SIEM, as the Wazuh platform itself is designed for multi-

node deployments. 

II. METHODOLOGY 

2.1 Container  

Containers are an isolated and lightweight virtualization 

technique that provides a portable runtime environment 

without depending on the underlying hardware [6]. 

Containers are specially encapsulated and secured processes 

that run on the host system [7]. Virtualization in containers 

is often called operating system level virtualization, which 

allows running many applications on one host [4]. Unlike 

conventional virtualization, a container does not run a full 

operating system, a container only provides a very minimal 

operating system environment for running applications that 

have been packaged in the container, along with the 

dependencies required by the application in isolation as 

illustrated in Figure 1. 

 
Figure 1. Comparison of Container and Virtual Machine 

Architectures [2] 

 
Containers are managed by Container managers (or also 

called engines or daemons), an example of a container 

manager is Docker. Container-based virtualization such as 

Docker can be used as a replacement for virtual machines for 

faster functionality as starting and shutting down containers 

is much faster. 

 

2.2 Docker 
Docker is a platform that provides the ability to create, 

run, and test applications with a container system. Isolation 

and security allow users to run multiple containers 

simultaneously on a particular host. Docker uses resource 

isolation features of the Linux kernel such as cgroups 

(Control Groups are Linux kernel features that limit, account 

for and isolate resource usage) and kernel namespaces 

(variables or identifiers) to allow Containers to run within a 

single Linux instance, to avoid overhead [9][10]. 

 

 
Figure 2. Docker Architecture [1] 

 
Docker has several tools for various deployment methods, 

one of which is Docker Compose, Docker Compose is a tool 

that helps define multi-container applications. Using Docker 

Compose offers several benefits that simplify the 

development, deployment, and management of containerized 

applications [9]. 

 

2.3 Wazuh 
Wazuh is a security platform that provides integrated 

XDR (Extended detection and response) and SIEM (Security 

Information and Event Management) services for endpoints. 

The solution implemented by Wazuh is based on agents 
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deployed on monitored endpoints, and on three main 

components: Wazuh Server, Wazuh Indexer, and Wazuh 

Dashboard [10]. 

Wazuh deployment can vary depending on the 

infrastructure architecture used, which in the context of this 

research will use docker-compose to be multi-container 

configurable. Wazuh can be deployed as a single-node or 

multi-node which has a difference in the number of wazuh-

indexers deployed and wazuh-managers which are divided 

into workers and masters. In the context of this research, 

Wazuh Docker will be deployed as a single-node, namely 

with each component with one container[11][12][13]. 

 

2.4  Proposed system design 

A docker host instance will run the docker compose 

configuration, the docker compose configuration will run 

three containers, namely wazuh-indexer, wazuh-manager, 

and wazuh-dashboard. Several client instances are required 

as agents to send security alert data. The wazuh-manager 

container will receive security alert data from the agent and 

process the data and then store it through the wazuh-indexer 

container. The wazuh-indexer container not only stores data 

sent by the agent, but also credentials for logging in via the 

wazuh-dashboard, the wazuh-indexer functions like a 

database. The private registry is used to store Docker images 

to speed up the image pull process [14][15][16]. 

 

 
Figure 3. System Topology 

 

2.5 Docker compose system flow  

By using the docker-compose up -d command, 

Docker compose will read the docker-compose.yml 

configuration file in the directory. If the docker host 

does not yet have the image required in the docker-

compose.yml configuration, Docker will pull the image 

first[17][18][19]. After the image is finished pulling, 

Docker compose will continue by building the 

container according to what has been configured. 

Figure 3.2 is a system flow diagram in Docker 

compose. 

 

 
Figure 4. System Flow diagram in Docker Compose 

 

2.6 System specification 

The system is run in the Proxmox hypervisor environment 

with the following specifications: 

TABLE 1.  

SPECIFICATION OF THE SYSTEM 

CPU (4 vCPU) Intel(R) Xeon(R) CPU E5-2630 v4  

RAM 8 GB 

DISK 60 GB 

OS Debian 12 “Bookworm” 

 
Table 1 is the specifications that will be used in the 

system that has been designed as discussed in Sub-chapter 

3.1, the virtual machine will later be installed with docker-

compose. 

 

2.6 System testing procedure 

 
Figure 5. System Testing Procedure Flow 

 
System performance testing has been designed by 

calculating system performance metrics, namely CPU 

Utilization and Memory Utilization when idle and when 

receiving alerts from agents using several testing tools, 

namely Docker Stats and Prometheus Node-exporter [12]. 

For comparison, the same test was also carried out on a 

system using conventional virtualization deployment. The 

test scenario is carried out by carrying out an attack on the 

agent, then the agent will send a hit alert to Wazuh. The test 
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scenario is carried out by carrying out an attack on the agent 

and then the agent will send a hit alert to Wazuh which is 

carried out in the form of a bruteforce ssh password attack to 

agents registered with Wazuh using hydra [20][21]. 

System performance testing was designed to compare the 

containerized SIEM deployment against a conventional 

virtualization setup under both idle and high-load conditions. 

The SIEM platform used for this research is Wazuh[17][18]. 

The testing procedure is as follows: 

a) Environment Setup: Two identical environments were 

prepared on a Proxmox hypervisor, each with 4 vCPUs, 

8 GB RAM, and a 60 GB disk on Debian 12. One 

environment runs the Wazuh stack using Docker 

Compose, while the other runs it on a conventional 

virtual machine. 

b) High-Load Scenario Generation: To simulate a high-

load condition, a brute-force SSH password attack was 

launched against four registered Wazuh agents 

simultaneously. This attack was executed using the 

Hydra tool for a duration of 15 minutes, causing the 

agents to generate and send a continuous stream of 

security alerts to the Wazuh manager. 

c) Performance Measurement: During the 15-minute 

attack scenario, system performance metrics, namely 

CPU Utilization and Memory Utilization, were 

monitored and collected. The primary tools used for 

measurement were Prometheus Node-exporter for data 

collection and Grafana for visualization and analysis. 

Docker Stats was also used for supplementary 

monitoring of the containerized environment. 

d) Comparative Analysis: The collected data from both 

the Docker and conventional virtualization systems 

were then compared head-to-head to analyze 

performance differences under load 

 

III. RESULT AND DISCUSSION 

 

Performance testing on systems that use containers 

(docker hosts) is carried out by attacking agents registered 

with wazuh so that the agents will send hit alerts. The 

registered agents are four agents and send hit alerts at once. 

Performance monitoring was carried out using Prometheus 

and then visualized using Grafana. 

 
Figure 6. Wazuh receives a hit alert from the agent 

 

As shown in Figure 6, to be able to test the performance 

of Wazuh when receiving an alert from an agent, an attack 

was carried out in the form of a bruteforce SSH password to 

the agent registered with Wazuh using Hydra, the attack was 

carried out on 4 agents. This test is carried out within a 

period of 15 minutes. 

 

 
Figure 7. CPU Usage on Docker host when 4 registered agents 

send alerts 

 
In Figure 7, by testing the attacking agent, the agent will 

send a hit alert in the time period from 16:05 to 16:20. It was 

found that CPU usage on the Docker Host increased by a 

maximum of 6.46% with an average of 3.12%. 

 

 
Figure 8. Graph of Memory Usage on Docker Host when 4 agents send 

alerts 

 

Figure 8 shows that the Docker host's memory usage 

when receiving alerts has increased with a maximum of 2.39 

GiB, a minimum of 2.24 GiB, with an average of 2.34 GiB.  

Performance testing on instances running wazuh with 

Conventional Virtualization is carried out by attacking 

agents registered with wazuh so that the agent will send a hit 

alert. The registered agents are four agents and send hit 

alerts at once. Performance monitoring was carried out using 

Prometheus and then visualized using Grafana. 
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Figure 9. Wazuh in conventional virtualization receives a 

hit alert from the Agent 

 

As shown in Figure 9, the test was carried out by carrying 

out an attack in the form of a bruteforce SSH password to a 

registered agent within a time span of 15 minutes. 

Figure 10. CPU Usage on a conventional virtualization instance 

when receiving an alert 

 
In Figure 10, by testing the attacking agent, the agent will 

send a hit alert within 15 minutes. It is found that CPU usage 

on VM instances has increased by a maximum of 10.93% 

with an average of 8.58% and a minimum of 1.72%. 

 
Figure 11. Memory usage on conventional virtualization instances when 

receiving alerts 

 
In Figure 11, memory usage when testing was carried out 

increased to a maximum of 4.18 GiB with an average of 4.13 

GiB and a minimum of 3.87 GiB. 

Analysis of CPU and memory utilization performance 

testing on both systems using data obtained from previous 

tests. Data that has been obtained from previous tests is 

combined and then compared head-to-head, with the blue 

bar (Docker) being the result of testing on a system that uses 

containers and the orange bar (Native Virt) being a system 

that uses conventional virtualization. The graph presented 

below shows usage data at intervals of every 1 minute. 
 

 
Figure 12. Comparison of CPU Usage of both systems when 

receiving an alert 
 

Figure 12 shows a comparison of the CPU usage test 

results for both systems in the condition of receiving alerts 

within 15 minutes. The graph presented shows that CPU 

usage on the system using containers has an average usage 

of 2.98% which is lower than conventional virtualization at 

an average of 4.55%. This comparison does not have a 

significant effect on the performance of the two systems due 

to relatively low utilization, below 10% CPU usage. 

However, from this it can be seen that the Docker Container 

implementation provides CPU resource efficiency by 

showing a lower average usage. 
 

 
Figure 13. Comparison of Memory Usage of the two 

systems when receiving an alert 

 

Figure 13 shows a comparison of the memory usage test 

results of the two systems in the condition of receiving an 

alert within 15 minutes. From the graph presented, it can be 

seen that there is quite a significant difference in the 

memory usage of the two systems, showing that the memory 

usage of the system that uses containers is average. usage at 

2.34 GiB which is lower than conventional virtualization at 

an average of 4.13 GiB. Here it can be seen that the Docker 

Container implementation provides memory resource 

efficiency with lower average usage. 

To summarize the performance comparison under the 

simulated attack load, the key metrics are presented in the 

table below. The values represent the average and peak 

utilization observed during the 15-minute testing period. 
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TABEL 2.  

PERFORMANCE COMPARISON 

Metric System Average 

(Under Load) 

Peak 

(Maximum) 

CPU Usage Docker 

Container 

2.98% 6.46% 

 Conventional 
Virtualization 

4.55% 10.93% 

Memory Usage Docker 

Container 

2.34 GiB 2.39 GiB 

 Conventional 
Virtualization 

4.13 GiB 4.18 GiB 

 

Tabel 2 shows a significant difference in resource usage, 

where the system using Docker containers is consistently 

more efficient in both CPU and memory utilization. 

IV. CONCLUSION 

Design of container implementation in security 

information management system infrastructure using Docker 

as a container platform and Wazuh as a security information 

management system platform. In this implementation, each 

Wazuh service is defined and configured using Docker 

Compose. The Docker Compose configuration that has been 

designed runs three containers, each of which runs the 

wazuh service, namely wazuh-indexer, wazuh-manager, and 

wazuh-dashboard. 

Based on performance testing carried out on both 

systems, namely the system that uses Docker Containers and 

Conventional Virtualization, the system that uses Docker 

Containers shows lower Memory and CPU usage compared 

to Conventional Virtualization, this makes the container 

implementation carried out able to provide advantages in 

memory resource efficiency and CPU. 
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