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Ensuring operational integrity across industries and protecting sensitive data
require strong authentication systems. This paper presents a novel hybrid stateless
authentication method that integrates binary payloads, token specifications, and
database solutions. By employing a distinctive expiration policy, our proposed
approach overcomes limitations inherent in traditional token revocation strategies
while achieving token verification speeds that are up to 86 times faster than
conventional statefull session-based methods. Overall, through uniformed
benchmarking experiments and a comprehensive review of the literature
substantiate the performance and security advantages of our method. Ultimately,
this hybrid technique offers a more scalable and secure framework for
authentication management, enabling efficient and flexible deployment in high-

Stateless Token Revocation

demand distributed environments.

This is an open access article under the CC-BY-SA license.

l. INTRODUCTION

Adopting strong security measures is essential for digital
transformation to preserve operational integrity, safeguard
sensitive data, and adhere to legal obligations. diverse
industry-specific legislation handles the diverse issues that
organizations encounter. For example, the Health Insurance
Portability and Accountability Act (HIPAA) [1] regulates
data protection in the healthcare industry, while the Payment
Card Industry Data Security Standard (PCI DSS) is followed
by the finance industry to protect sensitive financial data [2],
[3]. To ensure data security, every website or app owner
should pay attention to authentication and authorization
which are fundamental components of Identity and Access
Management (IAM), a critical framework in both cyber
security and organizational governance. In earlier approaches,
traditional authentication methods were significantly
enhanced by modernized techniques, such as token-based
authentication and cryptographic methods [4], [5].
Subsequently, the introduction of Single Sign-On (SSO)
systems marked another pivotal advancement in this
evolution. This approach improves user experience by
reducing password fatigue and address the challenges
associated with managing numerous accounts across different

platforms, thereby mitigating security risks linked to the use
of weak or recycled passwords [6], [7], [8]. To enable
interoperability across service provider especially in
distributed systems or microservices architectures, stateless
tokens such as JSON Web Tokens (JWT), are commonly used
in SSO frameworks because they allow for a simplified and
scalable authentication process where the server does not need
to maintain session state [9], [10], [11]. The term “JWT”
typically refers to the JWS format, which provides a compact,
URL-safe representation of claims that are digitally signed
using algorithms such as HMAC or RSA, ensuring that the
claims are both verifiable and trustworthy [12], [13], [14].
Moreover, studies have shown that employing JWT with
HMAC significantly improves performance in terms of token
generation time and transfer speed, making this approach
particularly compelling for high-demand environments [15],
[16].

However, using JWT in SSO systems presents several
concerns that organizations must consider. One major issue is
token expiration and revocation. Due to their stateless nature,
once JWTs are issued, they remain valid until their expiration
time. This characteristic makes it challenging to invalidate
tokens immediately when a user's access needs to be revoked,
such as in cases of account compromise. Moreover, JWTs can
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become large, especially when they contain numerous claims.
This increase in size may lead to higher bandwidth usage and
degraded performance, which is particularly problematic for
mobile applications where network efficiency is critical [17].
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Figure 1. Authentication Flow from our proposed solution

Even though there are some challenges, we believe these
problems are not caused by the design of JWT or other
stateless token formats themselves. Instead, they arise from
how these tokens are implemented and used in practice. For
instance, researchers (e.g., [18], [19], [20]) have suggested
various advanced methods to revoke JWT tokens when
needed. However, feedback from another security experts
(e.g., [21], [22], [23], [24], [25]) highlights a tricky situation
with these solutions. On one hand, if you want to keep the
system completely stateless (meaning no server-side storage
of session data), you might have to compromise on security.
On the other hand, if you want stronger security, you may
need to introduce state management (like storing session data
on the server), which takes away the main advantage of
stateless authentication. This creates dilemma: should we
prioritize security or stick to the benefits of statelessness? To
address this, a new hybrid approach is needed. This approach
would combine the best parts of both statefull and stateless
authentications. By doing so, it could reduce extra work or
overhead required for each request while also avoiding
security caveats of stateless implementation. Figure 1
illustrates how this balance can be achieved.

Il. TERMINOLOGIES

According to Janoky et al. [18], [19], traditional methods
for JWT revocation include the use of short-lived tokens,
blacklisting, and changing the cryptographic secret employed
to sign tokens. Short-lived tokens minimize the period during
which a revoked token may be misused; however, this
approach increases the frequency of token reissuance.
Blacklisting, on the other hand, necessitates that every request
check against a centralized list of invalidated tokens, thereby
introducing latency and scalability challenges. For instance,
each API call must query the blacklist, potentially incurring
significant overhead in systems with a large user base and

high request rates. Janoky et al. propose an enhanced
revocation strategy that extends the secret-change approach
by partitioning the client population into groups and assigning
a distinct signing secret to each group. For instance, if 100
clients are divided into 20 groups, a logout event in one group
necessitates a secret change for only about five clients,
thereby reducing unnecessary token revocations significantly.
However, this proposed solution comes with the caveat of
increased architectural complexity, as it requires managing
multiple signing secrets and ensuring their synchronization
across distributed services. Figure 2 visualize the revocation
strategy from Janoky et al.
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Figure 2. Revocation Strategy from Janoky et al.

In contrast to the approach of Janoky et al., Fugkeaw et al.
[20] employ blacklisting as their method for token revocation.
During token verification, the application server checks the
presented token against a revocation list and immediately
rejects the token if its ID is found. To enhance performance,
Fugkeaw et al. implement a dynamic load balancing
mechanism that manages both SSO token generation and
verification requests across multiple servers. The system
utilizes a multi-threaded algorithm that continuously monitors
server load and health, routing requests to the server with the
least current load. This strategy not only optimizes resource
utilization but also ensures that the system can scale
effectively in response to increasing authentication demands.
Figure 3 visualize the revocation strategy from Fugkeaw et al.
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Figure 3. Revocation Strategy from Fugkeaw et al.

Different methods for revoking tokens have their own
strengths and weaknesses, which makes it important to
carefully evaluate them. However, we decided not to consider
the approach by Janoky et al., which involves changing
cryptographic secrets for specific groups. This method can be
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inconvenient for users, as some may face issues when secrets
are updated. Similarly, relying only on load-balancing
strategies, like the one proposed by Fugkeaw et al., is not
sufficient or cost-effective. If tokens are optimized for better
performance, the common issue with short-lived tokens
which is frequent reissuance could be reduced without adding
extra costs. However, using a single, short expiration time for
all tokens might be too strict and inefficient. For example,
endpoints for deleting data are usually more sensitive than
those for retrieving data. A standard expiration policy applies
the same lifespan to all endpoints, but by using the "issued-
at" timestamp, we can create more flexible expiration times.
This involves combining the token’s creation time with a
specific expiration duration for each endpoint. As shown in
Figure 4, revoking a token can be as simple as removing the
refresh token from the database and deleting the access token
from the client. However, in cases like account takeovers or
token leaks, the token might remain valid until its expiration
time. This limitation can be managed by setting appropriate
expiration durations earlier.
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Figure 4. Proposed Revocation Strategy

In this proposed method, Go programming language will
be used as main programming language because it offers
compelling advantages for backend service. It has an optimal
balance of runtime performance, memory usage and ease of
use compared to other languages like Java and C++ [26]. This
efficiency is beneficial in cloud environments, where resource
management is crucial [27]. For managing the state of refresh
tokens, we choose Redis, which typically outperforms
MongoDB due to its in-memory data store architecture that
facilitates faster read and write operations. This makes Redis
especially suitable for scenarios where rapid access to user
data is crucial [28], [29]. Both MongoDB and Redis will be
utilised as key value store, hence there won’t be any SQL
script or query to be compared. Furthermore, we have decided
to incorporate Branca [30] into our proposed solution because
it utilizes the XChaCha20-Polyl305 AEAD scheme.
ChaCha20-Poly1305 is a widely recognized authenticated
encryption with associated data (AEAD) algorithm that
combines the ChaCha20 stream cipher for encryption with the
Poly1305 MAC for authentication. XChaCha20-Poly1305 is
essentially similar to ChaCha20-Poly1305, but it employs a
larger nonce of 192 bits (24 bytes) [31], [32], [33], [34], [35].

Its design emphasizes both performance and security,
particularly in environments where traditional block ciphers
may be less efficient [36]. Additionally, because the payload
of Branca consists of an arbitrary sequence of bytes, we can
employ a binary format such as Protocol Buffers. Protocol
Buffers is a language-agnostic data serialization format that
enables efficient and structured data interchange. Its primary
advantage lies in defining data structures through a schema,
which facilitates efficient encoding and decoding while
minimizing storage costs compared to schema-less formats
like JSON or XML [37]. This efficiency is particularly
beneficial in high-performance applications, such as those in
cloud computing and microservices architectures [38].

11l. METHODS

The benchmark will be conducted on a standardized device
configuration and specification which is MacBook Air M2
with 16 Gb memory and running MacOS Sequoia 15.3.1 to
ensure fair and consistent comparisons of execution times and
per-operation memory allocation. The whole process
described in more detail in Figure 5.
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Figure 5. Evaluation process

With the assumption of a single user, each component
benchmark will measure performance (ns/op) and memory
allocation (B/op). It will be run ten times, and the average will
be obtained. Subsequently, we will perform a combined
benchmark that evaluates the speed of the hybrid stateless
approach compared to approaches used in previous studies. If
the combined approach proves to be faster, we will then assess
its security to ensure that it remains both efficient and secure.

We will start with the payload component, which consists
of marshalling and unmarshalling, to understand the
bottleneck created inside the token and to find a suitable token
specification that might support binary payload if the binary
format turns out to be faster than plain text format. Next, we
will benchmark the database, which will be used to compare
stateless and stateful approaches and to save a refresh token
for our hybrid stateless approach. Finally, we will benchmark
the token spec's generation and parsing processes to have the
smallest size, the fastest operation, and the least amount of
memory usage.

Every payload and benchmark data set has the same data
format and structure. Age (integer), Active (boolean), and
Name (string) make up the structure. In contrast to Branca,
JWT stores the token expiration information in the body itself,
so for JWT payload data types, we include a "issued at" field
in the body.
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IV. RESULT AND DISCUSSIONS

The following tables summarize the detailed benchmark
results for various components of the hybrid stateless

The token generation benchmarks in Table 1V show that
while the conventional JWT implementation exhibits
competitive performance, when Branca is combined with

approach, demonstrating that it is substantially faster and Protocol Buf‘fers,_ It _matches or even e_xceeds JWT
more seCl,Jre perforr_nance while simultaneously reducing memory
' allocations.
MARSHALIIII\?GB IP_EERIFORMANCE TABLEV
PARSE TOKEN PERFORMANCE
Method Sec/o B/o Allocs/o
encoding/json T Tne 0% S0 0% [220% Method Sec/op Blop Allocsiop
goccy/go-json 69.71n + 1% 80+ 0% | 2+0% JWT HS256 2.558u+1% | 2.438Ki+0% | 45+ 0%
protobuf 64.08n + 4% 16£0% |1+x0% Branca TTLonly | 1.118u+5% | 488.0 + 0% 9+0%
The marshalling benchmarks in Table | clearly indicate | Branca 1.869u+3% | 1.094Ki+£0% | 20+ 0%
that Protocol Buffers substantially outpace traditional and | €ncding/json
optimized JSON-based methods in terms of speed and Branca goccy/go- | 1.655p+1% | 1.584Ki£0% | 19+ 0%
memory allocation. Json
TABLEII Branca Protobuf 1.245pu + 4% | 1.031Ki + 0% 11+ 0%
UNMARSHALLING PERFORMANCE The parsing performance benchmarks in Table V further
Method Sec/op B/op Allocs/op |  validate the effectiveness of employing Branca in conjunction
encoding/json 472.4n + 5% 256+ 0% | 6+ 0% with Protocol Buffers. Notably, Branca permits TTL-only
goccy/go-json 95.80n + 6% 80£0% | 2+0% checks, whereas JWT requires full payload parsing because
protobuf 89.50n 0% 69+0% |2+0% the TTL information is embedded within the payload itself.
Like the previous benchmark, Protocol Buffers To justify the use of stateless tokens, it is essential to ensure
demonstrate the highest speed and efficiency for that the performance of token creation and validation

unmarshalling, as can be seen in Table 1. We can conclude
that Protocol Buffers prove to be a compelling choice for the
token payload if the token specification supports binary data.

TABLE Il
DATABASE PERFORMANCE
Method Sec/op B/op Allocs/op
Mongo Insert | 137.9u + 4% 5.560Ki+ 0% | 85+ 0%
Mongo 93.76m+ 0% | 12.75Ki+ 1% | 106 + 1%
Retrieve
Mongo Delete | 97.55m+ 0% | 11.51Ki+2% | 332.5+10%
Redis Insert 104.8u + 4% 679.0 + 0% 14 + 0%
Redis Retrieve | 107.9u + 3% 600.0 + 0% 12 + 0%
Redis Delete 108.2u + 4% 599.0 + 0% 12 + 0%

The database benchmarks in Table 1l reveal that Redis
significantly outperforms MongoDB across insert, retrieve,
and delete operations. These findings further demonstrate

Redis's superior design and suitability for real-time
authentication management.
TABLE IV
GENERATE TOKEN PERFORMANCE
Method Sec/op B/op Allocs/op

JWT HS256 1.574u+1% | 2.033Ki£0% | 31+ 0%

Branca 2.595u+3% | 1.627Ki+0% | 24+ 0%

encoding/json

Branca goccy/go- | 2.481u+3% | 1.584Ki+0% | 20 £ 0%

json

Branca Protobuf 1.531u+1% | 680.0 £ 0% 11+ 0%

processes surpasses that of session-only methods. In session-
based verification, both database retrieval operations and
payload unmarshalling are necessary. Even when excluding
the unmarshalling cost, the Branca plus Protocol Buffers
token is 86 times faster, primarily due to the significant
overhead associated with database operations. This finding
suggests that the blacklisting approach proposed by Fugkeaw
et al. would be slower than both session-based and token-
based authentication methods, as it requires token parsing in
addition to database calls to check whether a token is
blacklisted.

In contrast to the hybrid stateless approach, which requires
access token creation, session-based token creation is
inherently faster because it only requires the creation of
random characters and saving the payload to the database (i.e.,
marshalling and a database insert operation). However, the
difference is negligible. The extra time needed is just 1/84 of
what is needed to inserting data into the database.

The cost of refreshing an access token is almost identical
to that of session-based validation. The primary difference is
the need to create a new token, which introduces an additional
overhead of 1.531 ps. In real life, network latency will occur
because the total number of requests increases to three: the
user sends a standard request, receives a response indicating
that the access token has expired, requests a new access token,
and then sends the new token to complete the previous
request. Additionally, according to our proposed solution,
Janoky et al.'s concern can be easily resolved by using the
"issued-at" claim to specify different expiration times for each
endpoint with varying threat levels. Although the Branca
combined with Protocol Buffers implementation is only
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0.043ps faster than JWT, this method enables each endpoint
to have a unique expiration date, thereby reducing the need
for token reissuance while maintaining a positive user
experience and making implementation simple.

TABLE VI
REVOCATION STRATEGY

Method Pro Cons
Stateful Immediate Has database call on
Blacklisting revocation each verification step
(Fugkeaw et al.) (increase overhead)
Grouped Secret Immediate User in same group

Change (Janoky | revocation and less forced to logged out
etal) overhead on each
verification step
Dynamic Less overhead on No immediate
expiration time each verification revocation and
(Ours) step increased amount of

token issuance

However, the token remains valid until its expiration time
if the dynamic expiration is the only method of revoking it.
This is one of the absolute cautions that must be considered
and weighted against edge cases like token theft or account
takeover, in which case the token must be invalidated right
away. Table VI sum up the advantages and disadvantages of
each revocation strategy.

TABLE VII
TOKEN SIZES
Method Sizes (bytes)
JWT HS256 156
Branca JSON 113
Branca Protocol Buffers 76

Furthermore, as shown in Table VI, our results show that
network overhead is not a significant concern when using
stateless tokens because tokens generated using Branca
together with Protocol Buffers are significantly smaller than
JWT tokens. Additionally, research by Charyyev et al. further
demonstrates that network overhead is no longer a concern,
as 58% of end users can now reach a nearby edge server in
less than 10 milliseconds [39].

V. CONCLUSION

Overall, our hybrid stateless approach eliminates the
paradoxical situation where solutions must either compromise
security by maintaining pure statelessness or forfeit the
benefits of stateless authentication by introducing state
management components. This can be attributed to the fact
that our hybrid stateless approach's stateless verification
component is 86 times faster than database calls and the
dynamic expiration allows us to avoid blacklisting method
proposed by Fugkeaw et al. which is significantly slower than
stateless or stateful approaches because it combines both
operations.  Furthermore, changing the secret for smaller
groups like the proposed solution from Janoky et al. still have

a detrimental effect on the user experience. In addition, we
think that it is better to repeatedly consume the burden of
token generation rather than consuming the burden we
previously mentioned because our technique (Branca +
Protocol Buffers) is just as quick as JWT HS256 (which
simply signs, not encrypts), while using only 33% of JWT
memory usage.
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