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In recent years, more and more data has been created in digital form, allowing for
easier control over storage and manipulation thanks to technological advancements.
Unfortunately, these advancements also bring with them many risks, especially those
related to the security of digital files. One of the concerns of many organisations is
digital forgery, as it is increasingly easy to create fake images without leaving
obvious traces of manipulation. One form of image forgery known as ‘copy-move’
is considered one of the most difficult problems in forgery detection. In this case, a
portion of an image is copied and pasted at another location in the same image to
hide unwanted objects in the scene. In this paper, we propose a method that
automatically detects duplication areas within the same image. Duplication detection
is performed by identifying local characteristics of the image (key points) using the
Scale Invariant Feature Transform (SIFT) method and matching identical features
using the Singular Value Decomposition (SVD) method. The results obtained show
that our proposed hybrid method is robust to geometric transformations and is able
to detect duplication areas with high performance.

This is an open access article under the CC-BY-SA license.

l. INTRODUCTION

Digital image falsification is a concern for many people,
with the help of image processing software the manipulation
process becomes faster and easier to do, giving rise to a
person's desire to manipulate images and usually before the
image is published to the internet or other social media, the
manipulation process is carried out first [1]. Although this
activity is a common thing to do, it sometimes harms others
and at the same time it is also a deception of the public about
the truth of the image. In practice, image manipulation is often
misused for certain interests [2]. So this is a big problem for
many people, organisations, government or private [3]. Hoax
content that circulates covers a variety of issues, some of
which include negative content, especially using manipulated
photos where the photos contain hate speech based on SARA
(ethnicity, religion, race and intergroup) and hoaxes are
rampant in the digital space. The Ministry of Communication
and Informatics (Kominfo) noted that there were at least
12,547 hoax contents circulating between August 2018 and

December 2023 [4]. As an action, Kominfo terminated access
to the distribution of related content [5]. In the field of law,
sometimes an image or picture is used as evidence in court. If
an image submitted to the court is found to have been
manipulated, even if it only adds a dot to the image, the
integrity and validity of the image is lost and it can no longer
be used as evidence in court [6]. Image falsification is the
process of manipulating some or all regions of an image both
in terms of content and context with the help of digital image
processing techniques [7]. This requires high attention on how
to detect the original image and the manipulated image. There
are several types of image falsification, including cloning,
rotating, scaling, retouching, copy-move, splicing etc [8]. One
of the most common and frequently performed types of image
forgery is Copy-move forgery because the technique is easily
performed by many people. This forgery technique is based
on copying a part of an image and then pasting the copied part
onto another part of the image [9]. The following is an
example of a Copy-move type manipulation image:
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(a)

Figure 1. Image Illustration

Copy-move is the process of copying one part of an image
and inserting it into another part of the same image at a
different position [10]. With the existence of image forgery,
it is important to authenticate digital images, identify the
authenticity of a digital image and how to detect digital image
forgery.

Due to the importance of knowing whether an image has
been manipulated or not, an approach or technique that can
analyse the changes that have occurred in the image is
required. There are many methods used to solve the Copy-
move type manipulation problem, but the detection accuracy
of these methods is still lacking. Therefore, this research
applies one of the methods to solve the above problem by
using the Scale Invariant Feature Transform (SIFT) and
Singular Value Decomposition (SVD)-matching methods.
Image duplication detection is carried out by identifying the
characteristics of the area of the image or image (points of
interest) using the Scale Invariant Feature Transform (SIFT)
method and by matching between identical features using the
Singular Value Decomposition (SVD)-matching method.

Several other studies have discussed methods for solving
Copy-move type manipulation. In the research conducted by
[11] to perform image manipulation detection using the
Discrete Cosine Transform (DCT) method, First, the image is
separated into several overlapping blocks; after that, DCT
sorting is performed in each local area or region of each block
to identify similar blocks. Paper [12] presented an approach
based on principal component analysis (PCA). PCA aims to
reduce computational complexity by truncating vectors that
have low significance. This technique is effective in
overcoming small duplications in images, such as additive
noise or lossy compression. Furthermore, paper [13] applies
the blur moment invariant method, used to identify duplicated
regions. The next paper written by [14] applies the wavelet
transform method to the image to produce lower dimensions.
After that, identifying similar blocks by using the log polar
coordinates of the correlation stage as a criterion for similarity
or similarity of image objects. The next paper written [15]
proposes to extract image characteristics from image blocks
by applying Fourier Mellin Transform (FMT). The next paper

written by [16] applies the Singular Values Decomposition
(SVD) method to extract feature vectors from each image
block. Then, K-d trees are used to identify similar blocks.
While the research conducted or written by [17] applies a
technique based on Speed Up Robust features (SURF) [18]
this method can detect object copy transfer forgery quickly
and can withstand changes and processing such as scaling,
rotation, and noise [19].

I1. MATERIAL AND METHOD

The data collection process in this study uses the
documentation method. Sample data is taken from photos
obtained from the internet and from the results of personal
cameras, namely, canon 5d mark Il cameras, as well as from
Xiaomi 13T mobile phones. Images or images that are used
as data samples are selected image models with different
backgrounds. Then the image is processed using Adobe
Photoshop 2024 image processing software to perform a
Copy-move process where the size of the Copy-move area
varies, while the other images are left in their original
condition. The software requirements needed as described
above are image editing software, Matlab for writing source
code and software for creating system designs.

We propose a method to identify the location of duplicated
regions within the same image. This method aims to detect
copy-paste forgeries by analyzing local image descriptors
using the SIFT technique and matching identical descriptors
through Singular Value Decomposition (SVD) [20] [21]. The
various steps involved are clearly illustrated in Figure 2.
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There are 3 main steps in this method:
A. SIFT descriptors extraction

In the first step, we applied the SIFT transform to the input
image to extract key-points, which are described by 128-
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dimensional descriptor vectors and their positions (row,
column, scale, orientation). These key-points are considered
invariant descriptors, as they are unaffected by rotation,
scaling, and translation, and are also robust to changes in
illumination, noise, and slight variations in viewpoint. The
SIFT algorithm consists of four stages: scale-space peak
detection, key-point localization refinement, orientation
assignment, and key-point descriptor generation.

Here’s a summary of each stage: The first stage identifies
interest points in the image that are invariant to scale and
orientation by detecting maxima and minima from a series of
Difference of Gaussian images created at multiple scales
across the image. In the second stage, additional features are
extracted from the detected key-points, and fewer stable
points are eliminated by calculating the Laplacian value for
each key-point. The third stage assigns dominant orientations
to each key-point based on its local image patch, allowing
SIFT to generate a canonical view for each key-point that is
invariant to similarity transforms. Finally, in the fourth stage,
a local feature descriptor is computed for each key-point
based on the surrounding pixel patch. The result of this
process is a set of SIFT key-points represented by 128-
dimensional descriptor vectors and their positions (row,
column, scale, and orientation).

B. Descriptors matching strategy

The second step of the method involves matching the
extracted descriptors. To accomplish this, we calculate the
similarity matrix and the proximity matrix from the SVD
factorization, then combine the results from these two
matrices [22].

C. Duplicated regions detection

The final step aims to display the image with the correctly
matched points, using the location (row and column), scale,
and orientation of each pair of SIFT features to highlight the
copied and pasted regions.

I11. RESULTS AND DISCUSSION

The proposed approach was fully implemented in
MATLAB and tested on 30 images with diverse content.
These images were free from any other forms of tampering.
Some of the images were manipulated using geometric
modifications, such as rotation and scaling. The following
section presents and discusses the results of the forgery
detection.

All results were obtained with a correlation threshold set as
low as 0.6. Table 1 presents the number of false matches
(determined through visual inspection) for the image pairs
tested below, in relation to variations in o, expressed as a
fraction of the image width. The table indicates that the
selection of the parameter ¢ in equation (2) across a relatively
wide range has minimal impact on performance.
Consequently, o is set to 1/6 of the image width for all test
images.

TABLE 1.
SENSITIVITY OF RESULTS TO VARIATIONS OF

o/(image Numbers of mismatches

_width) Image 1 Image 2 Image 3 Image 4
12 2 4 3 4
1/4 2 4 4 4
1/6 1 3 3 2
1/8 3 4 4 3

Figure 3. (a) Original test image, (b) doctored image where the copied
region has undergone no further distortion and (c), (d) the obtained results.

a (b (c

Figure 4. (a) Original test image, (b) doctored image where the copied
region has undergone no further distortion and (c) the obtained results.

Figure 5. (a) Original test image, (b) doctored image where the copied
region has undergone 65% scaling and (c) the obtained result.

Figure 6. (a) Original test image, (b) doctored image where the copied
region has undergone 50° rotation and (c) the obtained result.

Some previous results show false detections indicated by
one or two green lines. However, these lines do not represent
forgery, as they do not appear in clusters. Duplicated regions

JAIC Vol. 9, No. 1, February 2025: 168 — 172



JAIC

e-1SSN: 2548-6861

171

are considered detected when the result shows a cluster of
green lines, marking the copy-paste areas.

The experimental results with false matching indicate that
this approach may become impractical for images with a large
number of features, as seen in Figures 4, 5, and 6 (with over
3000 features). Additionally, the number of false matches in
Figure 3 demonstrates that our method, based on SIFT
descriptors, is not effective at detecting forgeries in smooth
regions like deserts, skies, and similar areas.

IVV. CONCLUSION

In this paper, we propose a method to detect duplicated
image areas using Scale Invariant Feature Transform (SIFT)
and SVD-matching methods. The SIFT algorithm first detects
key points in the image, which are unique local features, such
as corners, edges, or conspicuous points. After detecting the
key points, SIFT creates a descriptor for each key point. This
descriptor is a vector that represents the intensity pattern of
the pixels around the key point. These descriptors are resistant
to changes in scale, rotation, and translation, so the features
of the same image will remain consistent even if the image
undergoes geometric changes. The descriptors of the original
image and the suspected manipulated image are compared to
find matches between the key points. If there are many
matching key points in two different regions of the image, it
indicates duplicated areas. SVD-matching, on the other hand,
involves dividing the image into small blocks. Then, each
block is decomposed using SVD, so that the block is
represented by singular values that represent the important
characteristics of the block. The singular values of each block
are compared with other blocks in the image. If there are
blocks with very similar singular values, this could indicate
that the blocks are duplicated or manipulated. Testing using
30 images, this image dataset is taken from the canon 5d mark
Il camera and Xiaomi 13T mobile phone. Each 15 original
images, and 15 edited images. These 15 original images are
left as they are without making changes, editing or
manipulation, while the other 15 images are changed, edited
or manipulated using editing software. The results of editing
manipulation with the copy-move technique successfully
detected the manipulated image objects accurately and well.

Scale Invariant Feature Transform (SIFT) method is very
effective in detecting duplication even if the image undergoes
transformations such as rotation, scaling, or translation.
Meanwhile, SVD enables data dimensionality reduction,
making feature matching more efficient and faster.

While robust to geometric transformations, SIFT can be
less effective if there are large changes in texture or lighting.
And while SVD can match blocks effectively, it gives an
incorrect matching rate if the image has many naturally
similar blocks. In general, the results showed promising
results. In future research, we plan to further refine this
method to reduce the false matching rate.
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