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 In the digital age, image manipulation is common, often done before publication on 

social media. However, this can lead to negative impacts, including visual deception. 

This research aims to detect splicing type image manipulation using Dyadic Wavelet 

Transform (DyWT) and Scale Invariant Feature Transform (SIFT) methods. The 

process starts with image decomposition using DyWT to obtain LL sub-images, 

followed by local feature extraction using SIFT. An application built on desktop-

based Matlab source was developed to detect splicing forgery in digital images. The 

test used 20 images, this image dataset was taken from canon 5d mark II camera and 

Vivo X80 mobile phone. Each 10 original images, and 10 edited images. These 10 

original images are left as they are without making changes, editing or manipulation, 

while the other 10 images are changed, edited or manipulated using editing software, 

the results of this editing are uploaded to social media, such as Facebook and 

Instagram, which will later be used as datasets in testing. The results show that the 

splicing technique is detected accurately, and processing is faster on images with low 

pixel resolution. The DyWT and SIFT methods are effective in detecting post-

processing attacks such as rotation and rescaling, although they have drawbacks. 

DyWT struggles in detecting subtle changes and noise, while SIFT is less effective 

on non-geometric manipulations. Overall, both methods face challenges in detecting 

complex manipulations and require significant computational resources, especially 

on high-resolution images. 
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I. PENDAHULUAN 

Falsification of digital images in today's technological 

development is very common. This can cause problems in 

social life such as loss of trust in news, defamation, damage 

to one's reputation, falsification of evidence and many other 

problems. Image falsification is the process of manipulating 

some or all of the image regions both on the content and 

context of the image with the help of digital image processing 

techniques [1]. Although this activity is a common thing to 

do, it sometimes harms others and at the same time it is also a 

public deception about the truth of the image. In practice, 

image manipulation is often misused for certain purposes [2]. 

Negative content, especially using manipulated photos that 

contain hate speech based on SARA (ethnicity, religion, race 

and intergroup) and hoaxes, is rampant in the digital space.  

Based on data from the Ministry of Communication and 

Informatics (Kemenkominfo), from 2019-2023, there were 

4,640 contents in the digital space that were taken down by 

Kemenkominfo for causing hatred or hostility, which was 

caused by manipulated photos. Throughout 2023, 

Kemenkominfo also followed up on 1,517 hoax issues 

circulating on social media, many of which used photos to 

spread the hoax [3]. In the field of law, sometimes an image 

or picture is used as evidence in court. If an image submitted 

to the court is found to have been manipulated, even if it only 

adds a dot to the image, the integrity and validity of the image 

is lost and it can no longer be used as evidence in court [4].  
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There are several purposes in performing manipulation, 

such as humour, entertainment, sensation, economics, 

education or even more extreme is to spread hatred and 

slander [5]. There are several types of image falsification, 

including cloning, rotating, scaling, retouching, copy-move, 

splicing etc. One form of digital image manipulation that is 

often done is splicing manipulation. Splicing is duplicating a 

certain part of one or more images and placing it in a certain 

part of the target image or a different image [6]. The following 

is an example of a splicing type manipulation image. 

 

 

 

 

 

 

Figure 1. Illustration of image splicing 

Due to the importance of knowing whether an image has 

been manipulated or not, an approach or technique that can 

analyse the changes that have occurred in the image is 

required. There are many methods used to solve the problem 

of splicing manipulation, but the detection accuracy of these 

methods is still lacking. Therefore, in this research, one 

method is applied to solve the above problem by using the 

Dyadic Wavelet Transform (DyWT) and Scale Invariant 

Feature Transform (SIFT) methods. The Dyadic Wavelet 

Transform (DyWT) method works by analysing and 

reconstructing data by utilising small waves (wavelets) as its 

basis function. DyWT works by dividing the signal or image 

into small parts called sub-blocks, then applying a wavelet 

transformation to each sub-block [7], while the Scale 

Invariant Feature Transform (SIFT) method has several stages 

in detecting image matches, namely Scale Space Extreme, 

Keypoin Localizaton, Orientation Assigment and Keypoint 

Descriptor [8]. By using this method, the expected results will 

be able to improve the accuracy of splicing manipulation 

detection properly and accurately. 

Several other studies have discussed methods of solving 

splicing type manipulation. In the research conducted by [9] 

to detect splicing type image manipulation using the Gaussian 

blur method. Gaussian blur inconsistency is used to test the 

authenticity of the image. The Gaussian blur of the first image 

is evaluated and the obtained standard deviation is used to blur 

the image. The results can be used to detect forged regions 

that are highly blurred, but images with splicing in them are 

less accurately detected and this algorithm works well only 

with Gaussian blur type forgeries. In the paper written [10], a 

combination of five algorithms is used to detect splicing. In 

general, the proposed method resulted in an accuracy of more 

than 75%. Meanwhile, the research conducted by [11-17] 

highlights the inconsistency of local noise in quadtree image 

scanning. This method can detect splicing in raw digital 

images, but in small splicing areas it is unable to detect 

splicing properly and accurately. 

II. METHODS  

The methodology used in this research is as follows: 

A. Data Collection Methods 

The data collection process in this study uses the 

documentation method. Sample data is taken from photos 

obtained from the internet and from the results of personal 

cameras, namely, canon 5d mark II cameras, as well as from 

Vivo X80 mobile phones. Images or images that are used as 

data samples are selected image models with different 

backgrounds. Then the image is processed using Adobe 

Photoshop 2024 image processing software to perform the 

splicing process where the size of the spliced area varies, 

while the other images are left in their original condition. The 

software used includes image editing software, Matlab for 

writing source code, and software for designing the system. 

 

B. System Design 

The following is a flowchart in detecting image 

authenticity using the DyWT and SIFT algorithms in the 

matlab code. 

 

 

 

 

  

 

 

 

 

 

 

 

 

Figure 2. Flow chart Workflow System 

Broadly speaking, the image splicing forgery detection 

process in this simulation consists of 4 stages, namely the 

image decomposition process using DyWT, the second 

process of taking LL subbands, the third image extraction 

process using SIFT, and the fourth image manipulation 

detection process of the splicing type. 

III. RESULTS AND DISCUSSION 

Tests are conducted on various images with different image 

sizes and dimensions. The test images were subjected to 

conditions or attacks with different sizes of the forgery area 

and different geometric image processing manipulations. 

System testing is carried out on the original image and the 

image with splicing type forgery. The following tests were 

carried out in this study.  
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A. Test Results Against Original Image 

In testing the original image is done with the original 

image. The test image used is 10 original images.  

 

 

 
Figure 3. (a) input image. (b) result image DyWT. (c) 

image subband LL (d) feature extraction result SIFT. (e) 

image detection result. Figure 3 shows the various processes 

that occur in testing the application on images without 

splicing forgery. Figure 3(a) is the input image processed by 

the application. The input image is decomposed using the 

DyWT method, resulting in image 3(b). From the 

decomposition results, the LL subband is then taken as the 

image to be processed as in Figure 3 (c). The LL subband 

image is then feature extracted using the SIFT method, 

resulting in a display as shown in Figure 3 (d). After obtaining 

the features of the LL subband, the detection process is carried 

out to obtain the detection results as shown in Figure 3 (e). 

TABLE 1.  

TEST RESULTS AGAINST THE ORIGINAL IMAGE 

No Data Keypoint Detection 

time 

Detection 

result 

1 Image 1 6824 67.826 original 

2 Image 2 517 0.87774 original 

3 Image 3 2732 3.21083 original 

4 Image 4 1753 8.17356 original 

5 Image 5 475 0.21867 original 

6 Image 6 5662 46.585 original 

7 Image 7 1897 9.18264 original 

8 Image 8 2092 1.83723 original 

9 Image 9 1520 6.79425 original 

10 Image 10 627 0.21867 original 

 

B. Test Results of The Manipulated Image 

In the second test, the manipulation process is carried out 

on the image to be tested. The test image data used is 10 

images. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. (a) false image. (b) result image DyWT. (c) image  

subband LL (d) feature extraction result SIFT. (e) image 

detection result. Figure 4 shows the processes involved in 

detecting image forgery in the system. The input image tested 

is the fake image shown in Figure 4 (a). The system 

successfully detects the splicing forgery shown in Figure 4 

(e). 

TABLE 2.  

TEST RESULTS AGAINST FAKE IMAGES 

No Data Attack Keypoint Detection 

time 

Detection 

result 

1 Image 

1 

Scale 

scaled 

down 

x = 0.9 

y = 0.9 

3834 7.64356 

fake 

2 Image 

2 

Rotation 

10o 

Scale 

Enlarged 

x = 1.4 

y = 1.2 

3871 7.79565 fake 

3 Image 

3 

Scale 

Enlarged 

x = 2.0 

y = 1.6 

3864 7.82095 fake 

4 Image 

4 

Scale 

scaled 

down 

x = 1.2 

3877 7.66033 fake 
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y = 1.2 

5 Image 

5 

Rotation 

45o 

Scale 

Enlarged 

x = 1.2  

y = 1.5 

3845 7.69284 fake 

6 Image 

1 

Skala 

diperkecil 

x = 1.4 

y = 1.4 

3846 7.47538 fake 

7 Image 

2 

Rotation 

35o 

Scale 

scaled 

down 

x = 0.7 

y = 0.7 

3846 7.62604 fake 

8 Image 

3 

Scale 

scaled 

down 

x = 1.5 

y = 1.5 

3854 7.37862 fake 

9 Image 

4 

Rotation 

20o 

Scale 

Enlarged 

x = 2.4 

y = 1.5 

3892 7.81515 fake 

10 Image 

5 

Scale 

Enlarged 

x = 1.3  

y = 1.6 

3888 7.81287 fake 

 

IV. CONCLUSION 

This research has produced an application made using 

desktop-based Matlab that is able to detect splicing forgery in 

digital images using the Dyadic Wavelet (DyWT) and Scale 

Invariant Feature Transform (SIFT) methods. Testing using 

20 images, this image dataset is taken from the canon 5d mark 

II camera and Vivo X80 mobile phone. Each 10 original 

images, and 10 edited images. These 10 original images are 

left as they are without making changes, editing or 

manipulation, while the other 10 images are changed, edited 

or manipulated using editing software. The results of editing 

manipulation with the splicing technique successfully 

detected the manipulated image objects accurately and well. 

The time taken in image processing is faster in images that 

have lower pixel resolution compared to images that have 

higher pixel resolution. This is because each pixel needs to be 

analysed, calculated, and processed during image processing 

stages, such as filtering, transformation, or feature detection. 

The more pixels there are, the more calculations need to be 

performed, thus slowing down the processing. High-

resolution images usually have larger file sizes, which means 

they require more memory and time to be read, written or 

moved during processing. This can also extend the time in 

steps such as image compression or decompression. Based on 

the test results, it is known that the application of Dyadic 

Wavelet (DyWT) and Scale Invariant Feature Transform 

(SIFT) methods is able to detect post-processing attacks with 

rotation and scale falsification (enlarged and reduced) 

methods applied to the test image. Discrete Wavelet 

Transform (DyWT), DyWT breaks the image into different 

frequency components, thus capturing both high and low 

frequency information from the image. This method tends to 

be more resilient to changes in scale as the analysis is 

performed at various resolution levels that capture the texture 

details of the original image. When the image is rotated or 

rescaled, the underlying frequency components remain 

consistent, so DyWT is able to detect any discrepancies due 

to manipulation despite basic transformation changes such as 

rotation or rescaling. As for the Scale Invariant Feature 

Transform (SIFT) method, SIFT is designed to be scale and 

rotation invariant. The SIFT algorithm detects ‘keypoints’ in 

the image that are not affected by rotation or resizing. This 

detection process is done by computing local descriptors that 

include directional and scale information. The resulting 

features remain consistent even if the image is rotated or 

rescaled, making SIFT very effective in detecting 

manipulations on images that have undergone such geometric 

modifications. Therefore, even if the image has undergone 

manipulations such as rotation or rescaling, DyWT and SIFT 

are still effective as they both utilise the underlying 

information of the image that is independent of changes in 

orientation or size. Although DyWT (Discrete Wavelet 

Transform) and SIFT (Scale-Invariant Feature Transform) 

methods are effective in detecting digital image manipulation, 

they have some disadvantages. DyWT tends to struggle in 

detecting subtle changes in image details and is susceptible to 

noise interference, as well as being less than optimal for 

detecting localised or small-area manipulations. Meanwhile, 

SIFT is susceptible to non-geometric manipulations such as 

colour or lighting changes, and is not effective in handling 

subtle changes in non-dominant features. Both also face 

difficulties in detecting complex manipulations involving a 

combination of techniques, and SIFT is computationally 

intensive, making it less ideal for high-resolution images or 

real-time processing. In general, carefully performed subtle 

manipulations or extreme changes in image conditions can 

weaken the ability of these two methods to effectively detect 

forgery. For future research a hybrid approach by combining 

DyWT and SIFT with other detection methods, such as deep 

learning-based algorithms or neural networks models, can 

help detect non-geometric manipulations such as colour or 

texture changes, to overcome lighting manipulations and 

subtle changes in the image, additional algorithms focusing 

on global features and spectral analysis can be applied to 

provide a broader context, so that local and global 

manipulation detection can be more accurate. 
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