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 Cyber threat detection failures stem from the complexity of psychological 

exploitation tactics leveraging target anxiety and the limitations of traditional models 

in analyzing non-linear correlations within the structural features of malicious web 

URLs. To improve classification performance and computational efficiency in 

feature engineering, a sequential hybrid framework is developed by combining the 

spatial feature extraction capabilities of RGB Color Mapping image tensors via a 

Convolutional Neural Network (CNN) with tree-based boosting classifiers 

(XGBoost and LightGBM). Experiments are executed using a public dataset 

containing 11,055 observations, applying an 80:10:10 data splitting schema and 

isolated MinMaxScaler normalization to eliminate data leakage risks. The evaluation 

results demonstrate that the hybrid CNN + XGBoost model achieves the highest 
performance, with a validation accuracy of 97.83% and an F1-score of 98.06%, 

outperforming the replicated State-of-the-Art Random Forest baseline accuracy 

(97.38%). The metric stability confirms that the proposed architecture possesses 

robust generalization capabilities for implementation as a near real-time cyber 

defense system. 
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I. INTRODUCTION 

Exploitation in cybersecurity is designed to manipulate 

targets into handing over personal data, which is technically 
classified as a phishing attack [1], [2]. This action is usually 

carried out through the distribution of manipulative URL 

links or emails posing as legal entities [1],[3], where 

scammers impersonate financial institutions or reputable 

organizations to harvest credentials without the victim's 

consent [2]. These attackers proactively engineering 

deceptive websites and register malicious domains by 

manipulating SSL certificates or hosting history to visually 

convince unwary users [4]. The impact is that it can trigger 

macro-scale financial destruction with a projected global loss 

surpassing the $10.5 trillion mark in 2025 [5], [6], inducing 
severe economic damage and posing a direct threat to 

corporate and personal data integrity [2]. The threat is 

validated by the Anti-Phishing Working Group report, which 

has recorded nearly 1 million incidents in the fourth quarter 

of 2024 [7]. 

The increase in digital attacks is tangibly recorded through 

the high volume of manipulative intrusions on a global scale. 

The Anti-Phishing Working Group (APWG) report noted a 

cumulative total of 3.8 million phishing attacks throughout 

2025 [8]. This exploitation figure is validated to have 
experienced an increase of 13.8 percent in the first quarter of 

2026. The surge in the quantity of this threat was engineered 

by attackers with a total of 971,181 attacks detected in just a 

three-month period [9]. 

The level of exploitation in cybersecurity has been 

specifically documented through incident reports of fake 

websites monitored from mid-2025 to early 2026. The peak 
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of intrusions in the third quarter of 2025 was recorded in July 

with 351,590 attacks, later shifting to February 2026 with a 

total of 329,625 manipulative websites. The scope of attacks 

indicates a target transition, where the initial dominance of 

targets on webmail service providers (21.2 percent) was 

replaced by the telecommunications sector with a proportion 

of 33 percent. These manipulative acts are continuously 

engineered to exploit legal entities by forging between 311 

and 475 unique institutional brands every month [8], [10]. 
The vulnerability of digital infrastructure to manipulation 

is evident through various hacking incidents on national-scale 

institutions. It is documented in a financial sector fraud case 

that replicated the official Bank Central Asia (BCA) portal to 

hack customer data. In camouflage patterns, a similar case 

was found in the government sector through the forgery of the 

Directorate General of State Assets (DJKN) website to 

visually deceive targets [11]. These incidents have confirmed 

that these attackers are more focused on intruding into 

domains that have a higher level of public trust [11]. 

Furthermore, academic environments and universities have 
emerged as highly vulnerable targets for phishing vectors, 

primarily driven by remote learning transitions and a general 

lack of institutional cybersecurity awareness among students 

[12].  

Black-box architecture becomes a traditional threat that is 

unable to rationalize the reasons behind the determination of 

an anomaly. An ensemble learning architecture based on 

Random Forest and XGBoost is used as a technical resolution, 

which is proposed alongside Explainable AI (SHAP) 

technology [13], [14]. The algorithm design is used to detect 

malicious links and simultaneously serves as a visual weight 

mapping for each triggering feature [14]. The detection output 
is automatically extracted into a structured threat intelligence 

archive to meet security standards and governance [15]. 

 

II. RESEARCH METHOD 

This research proposes a hybrid-based phishing website 

detection framework with a combination of the spatial feature 

extraction power from images by a Convolutional Neural 

Network (CNN) and the speed and classification sharpness of 

Tree-based Ensemble algorithms (XGBoost and LightGBM) 

[14]. This approach is designed to overcome the limitations 

of traditional models in recognizing non-linear correlations 
between the security features of site drafts [14], [16]. All 

stages in the experiment are integrated into a systematic 

pipeline system to ensure testing fairness, prevent data 

leakage. The following is the comprehensive methodological 

flow in this research illustrated through architectural 

visualization in Figure 1. 

A. Dataset Preparation 

A public dataset containing 11,055 website observations is 

used as the basic material, encompassing data of 30 technical 

features and 1 binary label [1], [17]. The comprehensive 

statistical layout, class attributes, and initial data dimensions 

of this repository are explicitly presented in Table 1. Data 

splitting is locked at an 80:10:10 ratio; in this scheme, it fully 

separates the training, validation, and testing data. 

 

 
 

Figure 1. Pipeline Research Method 

 

TABLE I 

DETAILS OF PHISHING WEBSITE DATASET 

Dataset Name Phishing website dataset 

Number of Rows 11.055 

Number of Features 30 

Number of Classes 2 (Legitimate, Phishing) 

Missing Values - 

B. Exploratory Data Analysis (EDA) 

Missing value detection is carried out for data quality 
inspection in the initial stage on each table column because 

real-world datasets are highly prone to incomplete records 

that significantly degrade model classification capability [18]. 

This exhaustive verification confirms that structured 

observation matrices must remain uncorrupted before feature 

scaling objects map the data vectors [18]. The results show 

that all rows are fully populated without any missing or 

defective data. The target class label is identified through the 

'Result' column which contains binary numeric symbols to 

distinguish cyber objects. Evaluation of the data proportion 

shows a balanced distribution between phishing samples 
amounting to 4,898 rows and legitimate samples amounting 

to 6,145 rows [1],[17]. 
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C. Splitting Data 

The controlled random data splitting using the stratified 

sampling method divides the data into a ratio of 80% for 

training, 10% validation, and 10% testing to maintain class 
distribution consistency, intentionally differentiating from the 

first SOTA research which only utilized an 80:20 scheme [1]. 

The largest allocation of 80% focuses on the training phase to 

ensure the model's internal weights learn attack patterns 

optimally in complete isolation. Training data isolation is 

absolutely necessary to prevent the data leakage phenomenon 

and allow abstract characteristics of cyber indicators to be 

separated in depth. 

The remaining partitions allocate 10% for validation and 

10% for testing as separate, independent partitions. The 

validation partition serves as an objective guide to monitor 
overfitting and structurally guides weight adjustments to 

maintain high stability across different network layers without 

being influenced by outside data. Meanwhile, the 10% testing 

partition acts as a real simulation to test the model's 

performance against unseen objects, ensuring the scientific 

validity of the model's final accuracy and determining the 

overall success of the proposed method innovation [19]. 

1) Preprocessing : The application of scale 

normalization using the MinMaxScaler method in the training 

phase data transformation. All numerical values in the 

features are repositioned into a new value range between the 
numbers 0 to 1 [20]. In the mathematical formula, the Scaler 

is calculated purely based on the minimum and maximum 

values that have been found in this training data [20],[21]. 

This stage equalizes the feature unit values to prevent the 

dominance of certain variables during the calculation of the 

model gradient [20]. 

The validation data is adjusted mathematically using 

parameters that have been obtained from the previous training 

phase. The transformation process is prohibited to recalculate 

new minimum and maximum values from the internal 

validation data itself. The Scaler scheme utilizes the 

MinMaxScaler object trained on the 80% main data partition. 

This approach establishes a consistent feature space mapping 

that synchronizes multiple sub-datasets without inducing 

dimensional distribution drifts [22]. This approach can 

maintain the consistency of the feature space so that it remains 

in the same mathematical range [21]. 

The equalization of testing data scale by following standard 
operating procedures that use the training transformation 

object. Data values will be converted to a binary range that 

uses the function of the scaler formed initially. No parameters 

are calculated from the internal characteristics of the testing 

data during the ongoing process. This processing stage can 

guarantee that the model evaluates new data without any 

outside intervention [21].  

2) Modelling : The experiment that evaluates the 

performance of 5 (five) model architectures, namely Random 

Forest, ANN, CNN, and 2 (two) Hybrid variants. In the hybrid 

model, it is built with a combination of visual feature 

extractors based on CNN with advanced decision tree 

classification [23]. This sequential framework optimizes 

classification capability by transforming structural parameters 

into highly descriptive visual-based feature mappings [24]. 

The working mechanism of the Hybrid model runs 

sequentially, not simultaneously [23]. Tabular data is 

rearranged into a two-dimensional spatial matrix, then passed 
to the CNN convolution layer to extract abstract features [23]. 

In the feature vector resulting from the cut of the deepest CNN 

layer, it will be fed as a single input for the XGBoost and 

LightGBM algorithms [14]. 

The architectural mechanism of the sequential hybrid 

framework utilizes a Convolutional Neural Network (CNN) 
acting purely as a deep feature extractor to filter complex non-

linear parameters from transformed image tensors. Upon 

stripping the final classification layer of the network, the 

extracted dense abstract vector blocks are systematically 

transferred as a single cohesive input array. Finally, the 

Extreme Gradient Boosting (XGBoost) algorithm executes its 

gradient tree-boosting decision boundaries on these refined 

abstract features to produce the ultimate biner threat 

classification [25]. 

The sequential hybrid framework operates in two distinct 

phases. In the first phase, the Convolutional Neural Network 
(CNN) acts as a deep spatial feature extractor. The 2D image 

tensors are passed through multiple convolutional layers 

equipped with ReLU activation and max-pooling layers to 

capture local spatial hierarchies and non-linear feature 

correlations. Prior to the final classification, the multi-

dimensional feature maps are flattened into a one-dimensional 

dense vector. In the second phase, this high-level abstract 

vector is systematically exported and formatted as a DMatrix 

input for the XGBoost algorithm. XGBoost then constructs an 

ensemble of decision trees using gradient boosting mechanics 

on these extracted deep features, effectively separating the 

complex spatial representations into the final binary 
classification (legitimate or phishing). This decoupling allows 

the CNN to handle representation learning while XGBoost 

handles the robust, non-linear decision boundary mapping. 

The second hybrid variant implemented in this study 

establishes a sequential framework leveraging a 

Convolutional Neural Network (CNN) paired with a 

LightGBM final classifier. Under this operational pipeline, 

the layered CNN filters function strictly as a spatial 

representation extractor to condense high-dimensional 

structural embeddings into low-latency dense vectors. These 

refined deep parameters are subsequently routed into the 
LightGBM algorithm, which utilizes efficient leaf-wise tree 

splitting mechanics to compute the final binary cybersecurity 

decisions, expanding the collaborative potential of combined 

deep learning and statistical ensemble architectures [26]. 

The selected model architecture in the Recommended 

Classifier stage is loaded to run the testing data. The hybrid 

model can process the spatial image tensor from the 

remaining 10% website samples. There is no retraining 
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process or parameter weight changes in this computational 

phase. The recommended classification works by making 

predictions based on knowledge patterns that have been 

previously locked. 

Hyperparameter Tuning : Structural optimization is 

designed through a parameter adjustment mechanism that 

uses the GridSearchCV algorithm. In this scheme, it is run 

automatically if the accuracy on the training data is much 

higher than the validation data. Parameter combinations such 
as learning rate (Learning Rate) and tree depth (Max Depth) 

are tested repeatedly [14]. Through parameter simulation, the 

prediction error rate of the hybrid classification can be 

suppressed to the lowest point. 

Recommended Classifier : The determination of the best 

model based on the acquisition of the highest F1-Score value 

during the validation data testing. The model that occupies the 

top rank will be selected as the main candidate positioned for 

the recommended classification. This selection decision 

ignores the researcher's subjectivity because it is based on 

quantitative evaluation metrics [20]. This optimization 
strategy targets maximum precision balance to deliver 

customizable and resilient detection layers [24]. 

The output of the validation data testing produces one best 

architecture, which is the one having the most stable 

performance. The Hybrid algorithm based on LightGBM or 

XGBoost that is scanned automatically so that it occupies the 

recommended classification position. Evaluation at this stage 

locks all internal weights as well as the hyperparameter 

configuration of the selected model. The recommended 

classification will be declared ready to be sent to the final 

testing phase. This selected model will later be considered the 

most feasible to represent the cyber threat detection system. 
Evaluation : Testing the model's performance on the 

training data is measured directly using the validation data. 

The evaluation parameters used are such as accuracy score 

level, precision, recall value, and F1-Score weight. Prediction 

results are recorded systematically to find out the most 

flexible baseline model. This stage can provide an objective 

picture regarding the initial generalization capability of the 

designed convolutional and Hybrid architectures [20]. 

The evaluation method on the validation data which 

becomes the main tool in the SOTA comparison assessment. 

The baseline Random Forest and ANN models trained using 
PCA dimensionality reduction and RFE feature elimination in 

this space. These stages are taken to create a fair comparison 

on the superiority claims of previous research algorithms. All 

performances of the conventional architecture and the 

proposed architecture are tested under the same data 

conditions [1]. 

The final phase in this methodology is by conducting 

calculations on the testing data prediction performance. The 

accuracy, precision, recall, and F1-Score values are 

recalculated which are used as the final result of the research. 

The evaluation metrics obtained at this stage become the 

validity of the designed hybrid model [20]. Those quantitative 

numbers will be juxtaposed directly against the performance 

record of the SOTA method [1]. 

III.  RESULTS AND DISCUSSION 

The initial cleaning stage by removing the index feature 

produces a clean data structure with dimensions of $11,055 

\times 31$ ready to be processed to the modeling stage. The 

locking of the 80:10:10 data splitting ratio successfully 

mitigated the risk of information contamination between 

script subsets from the beginning of the experiment. The 
truncation of this non-predictive column is proven to simplify 

the computational matrix without reducing the important 

variance value of cyber data. 

The data quality investigation confirms a missing value 

rate of 0% across all database columns. The distribution 

evaluation shows that the dataset has adequate balance with a 

distribution of 4,898 phishing sample rows and 6,157 

legitimate sample rows. This proportion balance frees the 

testing from majority class bias so that the calculation of the 

final accuracy value is objective. 

The application of stratified sampling successfully 
maintained an identical percentage of the target class in each 

training, validation, and testing partition. The locking of this 

three-independent-part split provides a stricter evaluation 

foundation when compared to the first SOTA script which 

ignored a separate validation phase. The existence of this 10% 

independent partition is proven to be a sensitive validation 

instrument in detecting overfitting symptoms. 

The model testing process on the 80% training partition 

shows a learning curve that varies depending on the type of 

algorithm architecture. Cyber threat typing patterns can be 

absorbed deeply by the internal model due to the large volume 

of training data allocation provided. The weighting 
visualization results show that this isolated training script is 

able to transfer solid basic knowledge to all testing models. 

The testing phase using the 10% validation data acts as a 

filtering instrument that shows the comparative strength map 

of the script. The performance record in this isolated space 

confirms the stability of the developed architecture against 

external data. Testing on this subset successfully detected the 

upper limit of the model's generalization capability before the 

final script was executed. 

Testing on the 10% blind test data (unseen data) provides 

final proof regarding the robustness of the proposed hybrid 
model. The model's ability to face new attack pattern 

variations is radically tested in this operational phase. Strict 

isolation of the testing data guarantees that the generated 

metrics are free from internal optimization manipulation. 

The application of the MinMaxScaler function to the 

training data successfully unified the entire feature domain 

into a binary mathematical range of $[0, 1]$. This scale 

equalization is proven to accelerate the gradient descent 

convergence in models based on artificial neural networks. 

This isolated normalization scheme also successfully 

eliminated the absolute number dominance of the URL length 

parameter. 
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The application of the training scaler parameters to the 

validation data is proven to maintain the consistency of the 

feature value distribution without causing data leakage 

symptoms. This transformation converts the discrete logic 

values of -1, 0, and 1 into normalization scales of 0.0, 0.5, and 

1.0 precisely. This scheme successfully maintained the purity 

of the validation test data from outside internal parameter 

interventions. 
The scale equalization of the testing data purely utilizes the 

training scaler object reference without involving new 

parameter calculations. This locking step successfully 

maintained testing objectivity in a real-world simulation 

environment. Feature conversion values are mapped 

consistently towards a two-dimensional image matrix 

representation. 

The execution of modeling on the training data produces 

performance variations that separate the superiority of the 

hybrid model from conventional models. The hybrid 

algorithm based on spatial-RGB convolution successfully 
reduced data dimensions into 384 new abstract features 

efficiently. This relay operation provides very clean data input 

for the final decision-making algorithm. 

The implementation of the best CNN + XGBoost 

architecture on the testing subset successfully executed 

predictions responsively. The model processes spatial image 

tensors from the remaining 10% website samples without 

experiencing computational latency constraints. The locking 

of parameter weights since the training phase ensures no 

structural modifications in this operational stage. 

Parameter optimization simulation through the 

GridSearchCV mechanism over a period of 2.3 hours yielded 
an accuracy value of 97.20%. Although these results are 

considered high, the accuracy obtained is still below the 

hybrid model with default standard parameters. This finding 

proves the existence of an overfitting phenomenon in cross-

validation due to overly aggressive parameter tuning. 

The calculation of initial performance metrics on the 

training subset shows that the hybrid model recorded 

superiority across all test parameters. Empirical data shows 

high performance in the proposed model group when 

compared to traditional architectures. The recording of values 

is carried out periodically to map the comparison graph 
between training and validation performance. 

The final calculation on the testing data confirms the 

achievement of a consistent accuracy value at the 97.47% 

level and a precision value of 97.57%. The capture 

performance of dangerous objects is strengthened by the 

acquisition of a recall rate of 97.89% and an f1-score weight 

of 97.73%. The stability of these metric numbers that remain 

high proves the superiority of spatial-RGB analysis in 

breaking the performance dominance of conventional SOTA 

models. 
TABLE II  

RESEARCH PERFORMANCE 

No. Method Acc Precision Recall 
F1-

Score 

1.  Proposed 

Method 

0.9747 0.9757 0.9789 0.9773 

2.  RF Base 0.9738 0.9650 0.9886 0.9767 

 

Given the marginal accuracy gap between the proposed 

model and the baseline, evaluating performance solely on 

accuracy is insufficient. Instead, the assessment prioritizes the 

F1-Score and Precision metrics, which are more critical for 

real-world cybersecurity applications. The proposed CNN + 

XGBoost model achieves a superior F1-Score of 97.73% 

compared to the baseline's 97.67%. This indicates a more 

optimal balance between detecting threats and minimizing 

false alarms. 
Furthermore, the proposed architecture demonstrates 

higher precision (97.57%) than the Random Forest baseline 

(96.50%). In a live network environment, higher precision 

directly translates to fewer legitimate URLs being incorrectly 

blocked. This reduction in false positives ensures smoother 

user browsing experiences without compromising security. 

Therefore, the architectural enhancement provides 

measurable operational advantages beyond marginal accuracy 

differences. 

The performance comparison in Table III establishes the 

CNN 3 (CNN + XGBoost) hybrid model as the best classifier, 
achieving a peak validation accuracy of 97.83% and an F1-

score of 98.06%. This absolute superiority is influenced by 

the efficient gradient boosting architecture applied by the 

XGBoost algorithm, which can execute abstract dense vector 

parameters from the CNN quickly without experiencing 

overfitting symptoms. Subsequently, after being rigorously 

evaluated on the unseen testing data (Table II), the proposed 

method successfully produced a final accuracy score of 

97.47%, a precision of 97.57%, a recall of 97.89%, and an F1-

score of 97.73%. This proposed method is proven to be 

superior to the State-of-the-Art (SOTA) baseline Random 

Forest model, which culminated at an accuracy level of 
97.38% on the same testing partition. 

TABLE III  

EVALUATION OF CNN, SPATIAL, AND HYBRID MODELS 

No. Method Acc Precision Recall 
F1-

Score 

1.  CNN 1 (RGB Color 

Mapping) 

0.9719 0.9664 0.9837 0.9750 

2.  CNN 2 (Spatial 

Rearrengement) 

0.9638 0.9443 0.9934 0.9683 

3.  CNN 3 ( CNN + 

XGBoost) 

0.9783 0.9728 0.9886 0.9806 

4.  CNN 4 ( CNN + 

LightGBM) 

0.9729 0.9650 0.9867 0.9759 
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Figure 2. Confusion Matrix Performance of the Proposed CNN + XGBoost 

Model on Unseen Data.  

A. Image Variant (RGB Color Mapping) 

Image transformation with RGB Color Mapping 

successfully recorded an accuracy value of 0.9719 (97.19%). 
This proves that color contrast can help convolution filters 

extract features to be sharper. 

B. Spatial Rearrangement 

Theoretically, rearrangement on correlation-based features 

is expected to improve performance, with accuracy results 

reaching 0.9638 (96.38%). This proves that the basic CNN 

architecture still requires a more robust classification 
component to handle the extracted data. 

C. Hybrid Architecture 

The increase in performance that occurs in the use of 

hybrid models shows a stable efficiency. The CNN + 

XGBoost model successfully achieved the highest accuracy 

with 0.9783 (97.83%), followed by CNN + LightGBM with 

0.9729 (97.29%). Both officially surpassed the SOTA RF 
Base accuracy record belonging to the previous reference 

research 

To justify the RGB Color Mapping technique, an ablation 

study compares it against the Spatial Rearrangement baseline. 

Theoretically, mapping tabular features into RGB channels 

allows convolutional filters to exploit inter-channel 

correlations. Color gradients effectively represent the 

semantic proximity between lexical and host-based features. 

The RGB variant achieved 97.19% accuracy, outperforming 

the Spatial Rearrangement at 96.38%. This empirical 

evidence confirms that preserving feature correlation through 

color space provides a richer spatial hierarchy. 
Strict deduplication was applied prior to splitting to prevent 

direct data leakage from identical URL strings. Furthermore, 

the MinMaxScaler was fitted exclusively on the training set 

to avoid distribution leakage across partitions. However, a 

random stratified split may still allow structurally similar 

subdomains to cross partition boundaries. While the 80:10:10 

hold-out validates immediate generalization, it remains a 

limitation for robust real-world application. Future work will 

incorporate domain-aware splitting and external temporal 

validation on newly collected phishing URLs. 

The diagnostic transparency of the proposed framework is 

further validated through the extraction of confusion matrix 

parameters during the unseen testing phase, as illustrated in 

Figure 2. Based on the evaluation of 1,106 blind testing 

instances, the model successfully identifies 475 true negative 

(TN) samples and 603 true positive (TP) classifications. This 
high density along the diagonal axis demonstrates that the 

sequential mapping layers are highly resilient in preserving 

structural pattern alignment across transformed spatial image 

tensors. 

Conversely, the model exhibits minimal classification 

discrepancies, yielding only 15 false positive (FP) anomalies 

and 13 false negative (FN) errors. The critical suppression of 

the false negative rate down to 2.11% is highly strategic for 

active network perimeter defenses. This structural 

optimization ensures that malicious web links are trapped 

responsively, thereby effectively preventing credential 
harvesting activities and mitigating macro-scale financial data 

breaches. 

IV. CONCLUSION 

The cyber threat detection experiment on malicious 

website links using the spatial-RGB transformation approach 

and hybrid classifier architecture has been comprehensively 

completed. Empirical testing results prove that the integration 

of the CNN + XGBoost model successfully recorded the 

highest performance, achieving a final testing accuracy of 

97.47% and a recall of 97.89%. The acquisition of these 

metrics is quantitatively proven valid, surpassing the highest 

record of the replicated baseline State-of-the-Art Random 
Forest model, which culminated at an accuracy level of 

97.38%. The main limitation in the implementation of this 

research lies in high computational processing load as well as 

the extensive time duration while the visualization of the 

conversion of tabular features into two-dimensional image 

tensors is running. Advanced assessment in the future is 

suggested to integrate a non-linear feature selection algorithm 

before the transformation phase in order to optimally prune 

the image pixel dimensions [16]. Future research will 

incorporate external and temporal validation to ensure robust 

generalization against evolving threats. Testing the model 
against newly emerging phishing campaigns will verify its 

adaptability to dynamic attacker tactics. Additionally, 

domain-aware splitting will be implemented to completely 

isolate URL families across future data partitions. These 

enhancements will further validate the framework's reliability 

and scalability in diverse real-world environments. 
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