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Conventional attendance systems remain vulnerable to proxy attendance, location
manipulation, and inefficient administrative processes, while many existing
intelligent attendance solutions rely on computationally intensive deep learning
models that are less suitable for lightweight web-based implementations. This study
addresses these limitations by proposing a web-based smart attendance system
integrating GPS-based geofencing and Local Binary Pattern Histogram (LBPH)
within a Sequential Multi-Factor Authentication (MFA) framework. The proposed
framework also incorporates GPS spoofing detection based on abnormal geolocation
properties and IP geolocation consistency to improve resistance against location
manipulation. The authentication mechanism performs geofencing validation before
facial verification to improve security and avoid unnecessary biometric processing.
The system was developed using the Laravel framework integrated with Python-
based facial recognition and evaluated through black-box functional testing.
Experimental evaluation involving 120 attendance scenarios achieved an overall
accuracy of 96.67% while effectively detecting GPS spoofing and presentation
attacks with low false acceptance and false rejection rates. The implementation
results demonstrated that all major functional modules operated according to the
predefined requirements, while the confidence threshold of 40 provided reliable
facial verification under moderate environmental variations. These findings indicate
that the proposed framework provides a practical, secure, and lightweight solution
for web-based attendance management and offers an effective alternative to
computationally intensive deep learning-based attendance systems.

This is an open access article under the CC-BY-SA license.

I. INTRODUCTION

The rapid advancement of information technology has
accelerated digital transformation across various sectors,
including attendance management in educational institutions
and organizations. Conventional attendance methods based
on paper records, signatures, or identity cards are increasingly
considered inefficient because they are vulnerable to human
error, proxy attendance, data manipulation, and time-
consuming administrative processes [1], [2], [3], [4], [5]. To
overcome these limitations, modern attendance systems have
adopted biometric technologies capable of automatically
verifying user identities with higher accuracy and reliability.
Among these technologies, facial recognition has attracted

significant attention due to its contactless nature, ease of use,
and capability to perform real-time authentication. Deep
learning-based facial recognition can effectively automate
attendance recording while improving identification accuracy
and reducing manual intervention [4], [6], [7], [8]. Face
recognition has become one of the most widely adopted
biometric approaches in attendance systems because of its
practicality and continuous technological advancement [9],
[10], [11], [12].

In addition to biometric authentication, validating the
physical location of users has become increasingly important
to ensure that attendance is recorded only when individuals
are present at authorized locations. Geolocation technologies
such as GPS and geofencing establish virtual boundaries that
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restrict attendance activities to predefined areas, thereby
reducing opportunities for fraudulent practices [13], [14],
[15], [16], [17]. The integration of location-aware services
into attendance systems has shown considerable potential in
improving security and accountability while supporting
remote and distributed working environments [18], [19], [20],
[21]. Furthermore, advances in web technologies and agile
software engineering practices have enabled developers to
build scalable attendance applications that are easier to
maintain and adapt to evolving user requirements [5], [22],
[23], [24], [25].

Numerous studies have proposed intelligent attendance
systems based on facial recognition using advanced machine
learning and deep learning algorithms. Deep learning-based
attendance system employing MTCNN and DeepFace models
to automate classroom attendance with high recognition
performance [6]. Optimized attendance monitoring through
the integration of MTCNN, VGGFace, and Support Vector
Machine classifiers, demonstrating effective multi-face
recognition in real-time scenarios [22]. Other researchers
have explored different architectures such as convolutional
neural networks, FaceNet embeddings, and transfer learning
techniques to improve recognition robustness under varying
environmental conditions [24], [26], [27]. These
developments indicate that facial recognition has become one
of the most promising technologies for secure and efficient
attendance management.

Beyond facial recognition, researchers have also
investigated complementary security mechanisms to
strengthen attendance authentication. Portable attendance
system incorporating liveness detection to mitigate spoofing
attacks against facial recognition models [24]. Improved
FaceNet architecture based on MobileNetV2 to achieve
lightweight and efficient facial recognition suitable for
resource-constrained devices [3]. Other studies have
integrated GPS, RFID, QR codes, and biometric
authentication to provide multi-factor verification and reduce
opportunities for attendance fraud [28], [29], [30]. These
findings suggest that combining multiple authentication
methods can significantly improve the reliability and security
of attendance systems.

Despite the significant progress achieved by previous
studies, several important research gaps remain. Deep
learning-based attendance systems employing MTCNN,
DeepFace, VGGFace, or FaceNet primarily focus on
improving facial recognition accuracy but generally require
high computational resources, making them less suitable for
lightweight web deployment [6], [22], [24], [27]. Other
attendance systems integrate GPS or geofencing to validate
user location; however, location verification is typically
implemented as an independent validation mechanism and
does not provide protection against browser-based GPS
spoofing or coordinate manipulation [7], [21]. Furthermore,
previous studies generally evaluate either biometric
authentication performance or location validation separately,
while limited attention has been given to sequential

authentication strategies that combine lightweight facial
recognition, geofencing validation, and anti-spoofing
mechanisms within a single web-based attendance
framework. Therefore, there remains a need for a lightweight
attendance system capable of integrating sequential multi-
factor authentication, geofencing validation, and spoofing
detection while maintaining practical deployment on
resource-constrained web environments.

The primary contribution of this study is the integration of
a lightweight Sequential Multi-Factor Authentication
framework that combines geofencing validation, LBPH-
based facial recognition, GPS spoofing detection, and
comprehensive security evaluation against both location and
presentation attacks.

Based on these identified research gaps, this study
proposes a lightweight web-based attendance system that
integrates Local Binary Pattern Histogram (LBPH), GPS-
based geofencing, and a Sequential Multi-Factor
Authentication framework. In contrast to previous studies, the
proposed system not only performs sequential location and
facial verification but also incorporates GPS spoofing
detection based on abnormal geolocation properties and IP-
based geolocation verification. Furthermore, the proposed
approach is experimentally evaluated using genuine
attendance scenarios as well as multiple attack scenarios,
including printed-photo attacks, smartphone display attacks,
and browser-based GPS spoofing, providing a more
comprehensive security evaluation than previous lightweight
attendance systems.

Il. METHODOLOGY

This study employs the Research and Development (R&D)
method with the Extreme Programming (XP) software
development approach to design and develop a web-based
attendance system integrating the Local Binary Pattern
Histogram (LBPH) algorithm and geofencing technology.
The research process consists of problem identification,
requirements analysis, system design, implementation,
testing, and functional evaluation using the black-box testing
method. The XP approach was selected because it supports an
iterative and flexible development process, enabling the
system to adapt efficiently to changing requirements
throughout the software development lifecycle.

A. Conceptual Framework

This study is motivated by the limitations of conventional
attendance systems, which remain vulnerable to various
forms of fraud, including proxy attendance, identity
manipulation, and attendance recording from unauthorized
locations. Furthermore, the use of a single authentication
method has not provided an adequate level of security.
Therefore, a mechanism is needed that can simultaneously
verify the user's identity and confirm their physical presence
within a designated area.
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To address these issues, this study proposes the
development of a web-based attendance system that integrates
the Local Binary Pattern Histogram (LBPH) algorithm for
facial recognition with geofencing technology for location
validation. The system is developed using the Extreme
Programming (XP) methodology, which supports an iterative
and adaptive software development process, and is
subsequently evaluated through black-box testing to ensure
that all system functions operate as intended. The conceptual
framework of this research is illustrated in Figure 1.

Attendance outside the authorized area
Insecure attendance process

PROBLEMS
A « Proxy attendance
« Identity manipulation

Q  sYsTEMREQUIREMENTS ANALYSIS
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| L} SOLUTION DEVELOPMENT
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r

a
the potential for attendance fraud.

Figure 1. Stages of System Development Using the Extreme Programming
(XP) Method

As illustrated in Figure 1, the research begins with the
identification of problems commonly found in conventional
attendance systems, such as proxy attendance, identity
manipulation, attendance submissions from unauthorized
locations, and the limitations of existing authentication
mechanisms in ensuring the validity of attendance records.
These issues form the basis for conducting a system
requirements analysis to design a solution capable of
improving the security and reliability of the attendance
process.

Based on the results of the requirements analysis, a web-
based attendance system is developed by integrating the Local
Binary Pattern Histogram (LBPH) algorithm for facial
recognition and geofencing technology for user location
validation. The integration of these two technologies
establishes a dual-authentication mechanism that ensures
users are not only correctly identified but are also physically
present within the designated attendance area. The system
development process is then carried out using the Extreme
Programming (XP) methodology, which consists of the
planning, design, coding, and testing phases implemented
iteratively.

In the final stage, the developed system is evaluated using
the black-box testing method to verify that each function
performs according to the specified requirements and system
specifications. Through this conceptual framework, the study
aims to produce a web-based attendance system that is more
secure, accurate, efficient, and capable of minimizing
fraudulent practices in attendance recording.

B. Research Materials

The development of the proposed attendance system is
supported by a combination of software technologies and
hardware components to enable secure and efficient
attendance verification. The primary software framework
used in this study is Laravel, which serves as the backbone of
the web application by managing user authentication,
business logic, database operations, and user interfaces.
Facial recognition processing is implemented using Python
with the OpenCV library, where the Local Binary Pattern
Histogram (LBPH) algorithm is employed to extract facial
features and perform identity verification. Data management
is handled using MySQL, which stores user information,
attendance records, and geofencing configurations.

In addition to the software environment, the system relies
on standard hardware resources available on user devices. A
digital camera or webcam is used to capture facial images
during the attendance process, while the device’s GPS or
browser-based geolocation service provides real-time
coordinate information for location verification. The
attendance system applies a dual-authentication mechanism,
requiring successful validation of both facial identity through
the LBPH algorithm and user location through geofencing
before attendance is recorded. This integration enhances the
reliability and security of the attendance process while
maintaining a lightweight implementation suitable for web-
based deployment.

For clarity, the main research materials and technologies
used in this study are summarized in Table 1.

TABLE |
RESEARCH MATERIALS AND TECHNOLOGIES USED IN THE PROPOSED
SYSTEM
Component Technology Function
Web Laravel Develops the web
Framework application,
manages business
logic, and handles
database
interactions
Programming PHP Implements the
Language backend
functionality within
the Laravel
framework
Face Python with Processes facial
Recognition OpenCV images and
Module performs feature
extraction
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Face Local Binary Extracts facial research because it enables efficient system development
Recogpnition Pattern texture features and while maintaining flexibility throughout the implementation
Algorithm Histogram verifies user process.
(LBPH) identity In general, the XP methodology consists of four primary
Database MySQL Stores user phases: Planning, Design, Coding, and Testing. These phases
Management profiles, attendance . : .
System records, and system are _performed _|terat|vely,_ allowing th_e _syster_n _to be
configurations cont!n_uously r_eflned anq improved until it satisfies the
Location Geofencing Validates whether specified functional requirements. The overall development
Verification with GPS users are within the process adopted in this study is illustrated in Figure 2.
authorized
attendance area = ~
Image Webcam or Captures facial mn?“g D:jj . cha Tg?ina
Acquisition Device Camera images during TGS o PO e PRI oo WENNLON
attendance il  Archikeckrs + Unit Testing * o
Development Extreme Guides the iterative - —
Method Programming software t }
(XP) development
process Figure 2. System development stages using the Extreme Programming (XP)
Testing Black-box Evaluates system methods
Method Testing gl#]ng)t(lgg ;I;(tjy based 1) Plann_ing: The planning phase focusgs on identifying
outputs both the functional and non-functional requirements of the

As presented in Table 1, the proposed attendance system
integrates multiple software and hardware components to
establish a secure and efficient attendance verification
mechanism. Laravel functions as the primary web framework
responsible for handling business logic, user authentication,
and database management, while Python and the OpenCV
library are dedicated to image processing and facial
recognition tasks. The Local Binary Pattern Histogram
(LBPH) algorithm is employed to extract facial texture
features and compare them with registered templates for
identity verification. In parallel, the geofencing module
utilizes GPS coordinates to determine whether users are
located within the predefined attendance area before allowing
the attendance process to proceed. Attendance records, user
information, and system configurations are stored in a
MySQL database to ensure data consistency and accessibility.
The overall development process follows the Extreme
Programming (XP) methodology, enabling iterative
refinement and rapid adaptation to system requirements,
whereas functional validation is conducted through black-box
testing to verify that each module operates according to its
intended specifications. The integration of these technologies
provides a lightweight, web-based dual-authentication system
capable of enhancing both the security and reliability of
attendance management.

C. System Development Method

This study employs the Extreme Programming (XP)
methodology as the software development approach for
designing and implementing the proposed web-based
attendance system. XP is an Agile software development
methodology that emphasizes iterative development,
continuous feedback, close collaboration, and rapid
adaptation to changing requirements. It was selected for this

attendance system. During this stage, the core functionalities
are defined, including user registration, facial image
acquisition, location validation through geofencing,
attendance recording, and attendance history management. In
addition, the software technologies and development tools are
selected, including Laravel as the web framework, Python for
image processing, the Local Binary Pattern Histogram
(LBPH) algorithm for facial recognition, and MySQL as the
database management system.

2) Design: The design phase involves creating the
overall architecture of the proposed system and defining the
interactions among its components. This includes designing
the database structure, user interface, system workflow, and
communication mechanism between the Laravel-based web
application and the Python-based facial recognition module.
The dual-authentication mechanism, which combines facial
verification and geofencing validation, is also established
during this stage.

3) Coding: During the coding phase, the designed
architecture is implemented into a functional application. The
web-based platform is developed using the Laravel
framework with PHP, while Python and the OpenCV library
are utilized to implement facial recognition based on the
Local Binary Pattern Histogram (LBPH) algorithm. The
geofencing functionality is integrated into the application to
validate the user's geographic location before the facial
recognition process is executed. The integration of these
technologies enables seamless communication between
system modules and supports secure attendance verification.

4) Testing: The final phase consists of testing the
developed system to ensure that all functionalities operate
according to the specified requirements. The evaluation is
conducted using black-box testing, where system outputs are
verified based on predefined input scenarios without
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examining the internal source code. The testing process
covers user registration, geofencing validation, facial
recognition, attendance recording, and database storage.
Through this approach, the reliability of the dual-
authentication mechanism and the overall functionality of the
attendance system can be effectively validated.

Overall, the implementation of the Extreme Programming
(XP) methodology provides a structured yet flexible
development process that facilitates iterative refinement and
continuous improvement. By integrating Laravel, Python,
Local Binary Pattern Histogram (LBPH), and geofencing
technologies within the XP framework, the proposed system
is expected to deliver a secure, lightweight, and efficient web-
based attendance solution.

D. System Architecture and Workflow

The proposed attendance system adopts a web-based
architecture that integrates Laravel, Python, Local Binary
Pattern Histogram (LBPH), and geofencing to establish a
secure dual-authentication mechanism. Laravel serves as the
primary framework responsible for handling user
management, attendance records, business logic, and database
interactions, while Python processes facial recognition tasks
using the LBPH algorithm. The integration of these
components enables the system to verify both the user’s
identity and physical location before recording attendance.

To provide a clearer understanding of the interaction
among the system components, the overall architecture of the
proposed attendance system is illustrated in Figure 3.

; ? —
Laravel Application | Python Module
e | oo

B

Figure 3. System Architecture of the Proposed Web-Based Attendance
System

As shown in Figure 3, the attendance process begins when
a user accesses the web application and grants permission to
use the device’s camera and location services. The camera
captures the user’s facial image, while the GPS or browser
geolocation service retrieves the current coordinates. The
captured facial image is then forwarded to the Python module,
where the Local Binary Pattern Histogram (LBPH) algorithm
extracts facial features and performs identity verification
against the registered reference data. Simultaneously, the
system validates the user's geographic position through the
geofencing mechanism to determine whether the current
location falls within the authorized attendance area.

Attendance is successfully recorded only when both
authentication processes produce valid results. If the facial
recognition process confirms the user’s identity and the
geofencing validation verifies that the user is located within
the predefined boundary, the attendance information,
including user identity, timestamp, and location data, is stored
in the MySQL database. Conversely, if either authentication
process fails, the attendance request is rejected, preventing
unauthorized or fraudulent attendance submissions.

The operational workflow of the proposed system is further
illustrated in Figure 4, which presents the sequence of
activities performed during the attendance process.

Figure 4. Workflow of the Dual-Authentication Attendance Process

The workflow shown in Figure 4 demonstrates that the
proposed system implements a dual-authentication strategy
by combining biometric verification and location validation
before attendance is finalized. This approach enhances system
security by minimizing opportunities for attendance fraud,
such as proxy attendance or remote check-ins from
unauthorized locations. Furthermore, the integration of
lightweight LBPH-based facial recognition with geofencing
provides an efficient and practical solution that can be
deployed in web-based attendance environments without
requiring computationally intensive deep learning models.

E. Implementation of Face Recognition and Geofencing

The proposed attendance system integrates two
complementary authentication mechanisms, namely Local
Binary Pattern Histogram (LBPH)-based facial recognition
and geofencing-based location validation. This dual-
authentication approach is designed to ensure that attendance
can only be recorded when the user's identity has been
successfully verified and the user is physically present within
the designated attendance area. By combining biometric
verification with location-based validation, the system
enhances security and minimizes the risk of fraudulent
attendance activities.

In general, the authentication process begins when the user
accesses the web-based attendance application. The system
requests permission to access the device’s camera and
location services. Once permission is granted, the camera
captures the user’s facial image while the geolocation service
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retrieves the current GPS coordinates. The integration of these
two validation mechanisms is illustrated in Figure 5.

1. FACE AUTHENTICATION USING LBP

i)
Attendance
Failed

| Tvago C

Figure 5. Dual-Authentication Implementation Process Using Local Binary
Pattern Histogram (LBPH) and Geofencing

During the facial recognition stage, the captured image is
processed using the Local Binary Pattern Histogram (LBPH)
algorithm. LBPH extracts local texture features by comparing
the intensity value of each pixel with those of its neighboring
pixels, producing a binary representation that characterizes
the facial pattern. The extracted features are then compared
with the registered facial templates stored in the system
database to determine the user's identity. LBPH was selected
because of its computational efficiency, fast feature extraction
capability, and suitability for lightweight web-based
applications.

Following facial verification, the system performs
geofencing-based location validation. In this stage, the GPS
coordinates obtained from the user’s device are compared
with the predefined attendance location and its permitted
radius. The system determines whether the user is located
within the authorized geographical boundary. If the user is
outside the specified geofence, the attendance request is
immediately rejected even if the facial recognition process is
successful. Conversely, when the user is located within the
permitted area, the authentication process proceeds to the
final verification stage.

Attendance is recorded only when both authentication
mechanisms, namely LBPH-based facial recognition and
geofencing validation, produce successful results. Once these
conditions are satisfied, the system stores the attendance
information, including the user identity, timestamp, and
location details, in the database. If either validation fails, the
attendance transaction is rejected and no attendance record is
created, requiring the user to repeat the verification process.

By integrating Local Binary Pattern Histogram (LBPH)
with geofencing, the proposed system establishes a robust
dual-authentication framework that verifies both user identity
and physical presence. This approach provides a higher level
of security than single-factor authentication systems while
maintaining computational efficiency and ease of
implementation. Consequently, the developed solution offers
a practical, reliable, and secure web-based attendance

mechanism suitable for modern

educational environments.

organizational and

F. System Testing and Evaluation

The developed attendance system was evaluated to verify
that all implemented functionalities operated according to the
specified requirements and produced the expected outputs.
Since the primary objective of this study was to design and
implement a functional web-based attendance application
integrating Local Binary Pattern Histogram (LBPH) and
geofencing, the evaluation focused on functional testing
rather than comparative performance benchmarking.
Therefore, the testing process employed the black-box testing
approach, which validates system behavior based on input-
output relationships without examining the internal source
code.

Black-box testing was selected because it enables
comprehensive verification of each system function from the
end-user perspective. Every feature was tested by providing
predefined input scenarios and observing whether the
generated outputs matched the expected results. The
evaluation covered essential modules of the attendance
application, including user authentication, facial recognition,
location validation, attendance recording, and database
management. The testing scenarios used in this study are
summarized in Table 2.

TABLEII
BLACK-BOX TESTING SCENARIOS

No. Syste_m Test Scenario Expected Result
Function
1 | User Loin User enters valid User successfully
9 credentials accesses the system
F Registered face is | User identity is
ace .
2 Recoanition captured by the correctly recognized
g camera using LBPH
3 Geofencing \l/JVithri:]StLC;CB.ted Location validation
Validation . is successful
authorized area
4 Geofencing User is outside the | Attendance request
Validation authorized area is rejected
Face recognition Attendance is
5 Dual _—— and geofencing are | successfully
Authentication .
both valid recorded
Dual One or both . .
6 Authentication | validations fail Attendance is denied
Attendance Successful Attendance data are
7 Storage attendance stored in the
g submission MySQL database
8 Attendance User accesses ;Bs\tg?gdlzn(é%hlstory
History attendance records pray
correctly

As presented in Table 2, the testing scenarios were
designed to evaluate the interaction between facial
recognition and geofencing within the proposed dual-
authentication mechanism. Particular emphasis was placed on
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ensuring that attendance could only be recorded when both
identity verification and location validation were successfully
completed. This approach helps prevent unauthorized
attendance attempts, including proxy attendance and check-
ins performed outside the designated area.

The evaluation results indicated that the implemented
functionalities operated as intended under the defined testing
scenarios. The integration between the Laravel-based web
application and the Python module enabled seamless
communication during facial recognition, while the
geofencing mechanism effectively verified the user’s
geographic position before attendance submission. The
coordinated operation of these components supports a secure
and efficient attendance process.

Overall, the black-box testing results demonstrate that the
proposed system successfully implements the intended dual-
authentication strategy by combining Local Binary Pattern
Histogram (LBPH) and geofencing. The developed
application satisfies its functional requirements and provides
a practical solution for secure web-based attendance
management, with an emphasis on reliability, usability, and
fraud prevention.

I11. RESULTS AND DISCUSSION

This section presents and discusses the implementation and
evaluation results of the proposed web-based smart
attendance system. The discussion begins with the
implementation of the system and the integration of the
Sequential Multi-Factor Authentication (MFA) mechanism,
which combines GPS-based geofencing and Local Binary
Pattern Histogram (LBPH) face recognition. Subsequently,
the functional performance of the proposed system is
evaluated through black-box testing, followed by a
comparison with previous studies to highlight the
contributions of the proposed approach. Finally, the
limitations of the current study and potential directions for
future research are discussed.

A. System Implementation and Sequential Multi-Factor
Authentication

This section presents the implementation results of the
proposed web-based smart attendance system developed
using the Laravel framework integrated with Python-based
Local Binary Pattern Histogram (LBPH) face recognition and
GPS-based geofencing. The system adopts a Sequential
Multi-Factor Authentication (MFA) mechanism, where each
validation stage must be successfully completed before
proceeding to the next authentication process. This sequential
approach ensures that attendance records are accepted only
when both the user's physical location and biometric identity
satisfy the predefined requirements.

The developed attendance application provides an
integrated environment for user authentication, biometric
enrollment, attendance recording, attendance history, leave
management, and profile administration. These modules

support the implementation of the proposed Sequential Multi-
Factor Authentication (MFA) framework while maintaining a
lightweight web-based architecture. The main user interface
is illustrated in Figure 6, which displays the dashboard after a
successful login. The dashboard provides quick access to
attendance activities, attendance history, leave requests, and
user profile information, while also displaying the current
attendance status and real-time system information.

13:30:00

02 July 2026

Figure 6. User dashboard of the proposed web-based smart attendance
system

As shown in Figure 6, the dashboard serves as the central
interface for all attendance-related activities. Before
performing attendance, the system verifies that the user's face
has been registered. Users who have not completed the
registration process are required to enroll their facial data
before the attendance feature becomes available.

Figure 7. Single frontal face registration during user enrollment

To improve recognition consistency, the facial image is
registered using a fixed frontal position. This controlled
enrollment procedure minimizes variations during feature
extraction and simplifies the registration process while
maintaining reliable verification performance. After the facial
image has been successfully captured, the image is
transmitted to the server for preprocessing, face detection,
feature extraction, and LBPH model generation. Each
registered user has an individual facial model stored on the
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server, allowing personalized biometric verification during
subsequent attendance sessions.

Following successful registration, the attendance process
begins by activating the camera and retrieving the user's GPS
coordinates. The implementation integrates the camera
module, GPS service, and LBPH recognition module within a
single attendance interface, as illustrated in Figure 8.

Figure 8. Attendance interface integrating camera, GPS, and Local Binary
Pattern Histogram (LBPH) modules

As shown in Figure 8, the proposed attendance interface
integrates three primary components required for the
authentication process, namely the camera module, GPS-
based geolocation service, and the Local Binary Pattern
Histogram (LBPH) face recognition module. Before
performing attendance, users who have not previously
registered their facial data are required to complete the face
enrollment process by capturing a single frontal facial image.
The captured image is then processed to generate an
individual LBPH facial model that serves as the biometric
reference during subsequent attendance verification. The
interface also provides a real-time visualization of the user's
GPS position and the predefined geofencing boundary,
allowing users to verify whether they are located within the
authorized attendance area before initiating the attendance
process.

The proposed attendance system adopts a Sequential
Multi-Factor Authentication (MFA) mechanism in which
authentication is performed through consecutive validation
stages rather than simultaneously. The process begins with
geofencing validation, where the user's GPS coordinates are
compared with the predefined attendance location. Only users
located within the authorized attendance radius are allowed to
continue to the biometric verification stage. Subsequently, the
captured facial image is processed using the Local Binary
Pattern Histogram algorithm and compared with the
registered facial model. The verification result is then
evaluated using a predefined confidence threshold, where
attendance is accepted only when the confidence value is less
than or equal to 40. This sequential strategy reduces
unnecessary biometric processing by executing facial
verification only after successful geofencing validation.

During attendance verification, the server continuously
calculates the distance between the user's GPS coordinates
and the predefined office location. When the calculated
distance exceeds the configured attendance radius, the system
immediately terminates the authentication process and rejects
the attendance request. An example of this validation result is
presented in Figure 9, where the user attempts to perform
attendance from a distance of 32 m, while the maximum
permitted radius is 30 m.

Gagal

Anda berada di luar radius kantor. Jarak
Anda: 32 meter. Maksimal jarak: 30
meter.

Figure 9. Attendance rejection when the user is located outside the
predefined geofencing radius

As presented in Figure 9, the proposed sequential
authentication mechanism successfully prevents unauthorized
attendance by rejecting users located outside the designated
attendance area bhefore executing the facial recognition
module. This approach reduces unnecessary computational
overhead while simultaneously minimizing the possibility of
attendance fraud originating from unauthorized locations.

For users who successfully satisfy the geofencing
requirement, the system proceeds with facial verification
using the Local Binary Pattern Histogram algorithm. The
algorithm compares the captured facial image with the
registered facial model and produces a confidence score that
represents the similarity between the two facial
representations. Unlike probability-based classifiers, the
confidence value in LBPH represents a distance metric, where
values closer to zero indicate higher similarity between the
captured image and the stored facial model. Accordingly, the
proposed system defines a maximum acceptance threshold of
40, meaning that attendance is accepted only when the
confidence value is < 40, whereas higher values indicate
insufficient similarity and result in attendance rejection.

The selected confidence threshold was determined by
considering practical implementation conditions encountered
during system deployment. Experimental observations
revealed that facial recognition performance is influenced by
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several environmental factors, particularly illumination TABLE IlI

intensity, camera quality, facial orientation, and background SUMMARY OF FUNCTIONAL TESTING RESULTS
variations. These factors may increase the confidence value Functional Module Validation Objective Result
even for legitimate users. Therefore, selecting a threshold of o Generate an LBPH facial model

40 provides a practical balance between Face Registration Pass

recognition
robustness and system security by maintaining reliable
authentication performance while reducing the likelihood of
false acceptance.

Preliminary experiments were conducted using confidence
threshold values of 30, 35, 40, and 45 to determine an
appropriate operating threshold for the proposed attendance
system. Among these evaluated values, a threshold of 40
provided the most balanced trade-off between False
Acceptance Rate (FAR) and False Rejection Rate (FRR),
while maintaining stable recognition performance under
moderate environmental variations.

To further validate the selected threshold, the proposed
system was evaluated using 120 attendance scenarios
involving genuine attendance attempts and multiple spoofing
attacks, including GPS spoofing through browser-based
coordinate  manipulation, printed-photo  attacks, and
smartphone display attacks. Under the selected confidence
threshold of 40, the system achieved an overall accuracy of
96.67%, with a False Rejection Rate (FRR) of 4.00% and a
False Acceptance Rate (FAR) of 2.85%. These results
indicate that the selected threshold provides an appropriate
balance between recognition reliability and authentication
security under the evaluated operational conditions.

Overall, the implementation demonstrates that the
integration of GPS-based geofencing and LBPH-based facial
recognition through a Sequential Multi-Factor Authentication
mechanism provides an effective solution for securing web-
based attendance systems. By validating the user's location
before performing biometric verification, the proposed
approach reduces unnecessary biometric processing,
strengthens attendance security, and effectively reduces
opportunities for attendance manipulation while maintaining
lightweight computational requirements suitable for
organizational attendance systems.

B. Functional Testing Results

The functional performance of the proposed smart
attendance system was evaluated using the black-box testing
method to verify whether each functional module operated
according to the predefined system requirements. Unlike
white-box testing, black-box testing evaluates the system
based on input-output behavior without considering the
internal implementation of the source code. The evaluation
covered the primary functionalities of the proposed
attendance system, including face registration, geofencing
validation, facial verification, attendance recording,
attendance validation, and browser permission handling. The
summarized testing results are presented in Table 3.

from a single facial image.

Verify that the user is located
within the authorized attendance |Pass
radius

Authenticate the registered user

Geofencing
Validation

Face Verification using the LBPH algorithm Pass
Attendance Successfully perform attendance Pass
Recording check-in and check-out
Attendance Reject incomplete or Pass
Validation unauthorized attendance requests
ggrrpneigzligfs Prevent attendance when camera |Pass with
; or GPS permissions are denied  |Notes
Handling

As summarized in Table 3, all major functional modules
successfully satisfied the predefined functional requirements.
The face registration module successfully captured a single
frontal facial image and generated an individual Local Binary
Pattern Histogram (LBPH) facial model for each registered
user. This model serves as the biometric reference during
subsequent attendance verification.

The attendance recording module also performed
consistently throughout the evaluation. Both attendance
check-in and check-out processes were executed successfully
after completing the required validation procedures. In
addition, the system correctly enforced mandatory activity
descriptions during the check-out process and prevented
incomplete attendance submissions. These results indicate
that the attendance workflow was implemented according to
the designed business rules while maintaining the integrity of
attendance records.

The proposed Sequential Multi-Factor Authentication
(MFA) mechanism demonstrated stable performance during
all functional testing scenarios. The system consistently
performed geofencing validation before executing the Local
Binary Pattern Histogram facial recognition algorithm.
Attendance requests originating from locations outside the
predefined attendance radius were immediately rejected
without initiating biometric verification. This sequential
validation strategy not only strengthens system security but
also reduces unnecessary biometric processing by executing
facial recognition only after successful geofencing validation.

Furthermore, the LBPH facial verification module
successfully authenticated registered users after passing the
geofencing validation stage. The system accepted attendance
only when the generated confidence score was less than or
equal to the predefined threshold of 40, while higher
confidence values resulted in attendance rejection. This
implementation demonstrates that the proposed threshold
provides an effective balance between recognition robustness
and security under practical operational conditions.
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Among all evaluated scenarios, only the Camera/GPS
Permission Handling module was categorized as Pass with
Notes. Although the application correctly prevented
attendance when users denied browser access to the required
camera or GPS services, a minor user interface issue was
observed in which the attendance container became empty
after the permission request was rejected. Nevertheless, this
limitation did not affect the authentication workflow or
compromise the security of the attendance process because
attendance could not proceed without the required hardware
permissions.

Overall, the functional testing results confirm that the
proposed attendance system operates reliably across all
evaluated functional modules. The successful integration of
Laravel, Python, GPS-based geofencing, and Local Binary
Pattern Histogram (LBPH) facial recognition demonstrates
that the proposed Sequential Multi-Factor Authentication
framework effectively supports secure and reliable attendance
recording while maintaining stable system performance under
normal operating conditions.

C. Biometric Performance Evaluation

To complement the functional evaluation conducted
through black-box testing, the proposed attendance system
was further assessed using quantitative biometric
performance metrics. The evaluation involved five
participants who each registered one frontal facial image
during the enrollment stage to generate an individual Local
Binary Pattern Histogram (LBPH) facial model. During the
evaluation, participants performed multiple attendance
sessions under moderate indoor illumination, natural facial
expressions, and slight head orientation variations while
maintaining the frontal facial position established during
enrollment. The complete evaluation consisted of 120
attendance scenarios, including 50 genuine attendance
attempts, 20 GPS spoofing attempts, 20 printed-photo
presentation attacks, and 30 smartphone display presentation
attacks. These scenarios were designed to evaluate the
robustness of the proposed Sequential Multi-Factor
Authentication framework under both normal operating
conditions and multiple attack situations.

The biometric performance of the proposed Local Binary
Pattern Histogram (LBPH)-based facial recognition system
was assessed using Accuracy, False Acceptance Rate (FAR),
and False Rejection Rate (FRR). Accuracy represents the
proportion of correctly classified authentication attempts,
FAR indicates the percentage of unauthorized users
incorrectly accepted by the system, and FRR represents the
percentage of legitimate users incorrectly rejected during
authentication. The obtained evaluation results are
summarized in Table 4.

TABLE IV
BIOMETRIC PERFORMANCE EVALUATION RESULTS

Performance Metric Value
Total Evaluation Scenarios 120
Genuine Attendance Attempts 50
GPS Spoofing Attempts 20
Printed-Photo Attacks 20
Smartphone Display Attacks 30
Overall Accuracy 96.67%
False Acceptance Rate (FAR) 2.85%
False Rejection Rate (FRR) 4.00%

Overall, the evaluation dataset consisted of five enrolled
users with one registered facial image per participant and
multiple attendance attempts captured under moderate
environmental variations to simulate practical operational
conditions.

As presented in Table 1V, the proposed Sequential Multi-
Factor Authentication framework achieved an overall
authentication accuracy of 96.67%, demonstrating reliable
performance under both genuine attendance and attack
scenarios. The obtained False Acceptance Rate (FAR) of
2.85% indicates that only a small proportion of unauthorized
authentication attempts were incorrectly accepted, while the
False Rejection Rate (FRR) of 4.00% shows that the system
maintained an acceptable balance between security and
usability by minimizing the rejection of legitimate users.
These results demonstrate that the selected confidence
threshold of 40 provides an appropriate trade-off between
recognition reliability and authentication security for the
evaluated deployment environment.

Furthermore, the inclusion of printed-photo attacks,
smartphone display attacks, and browser-based GPS spoofing
demonstrates that the proposed framework was evaluated
under more realistic operational conditions than conventional
functional testing alone. Unlike conventional functional
testing, the proposed evaluation explicitly included
presentation attacks wusing printed photographs and
smartphone displays, together with browser-based GPS
spoofing, allowing the robustness of the proposed Sequential
Multi-Factor Authentication framework to be evaluated under
realistic attack conditions. The results confirm that integrating
GPS-based geofencing, LBPH facial recognition, and
spoofing detection within a Sequential Multi-Factor
Authentication framework provides a practical and
lightweight solution for secure web-based attendance
management.

D. Discussion of Sequential Multi-Factor Authentication

The proposed attendance system employs a Sequential
Multi-Factor ~ Authentication (MFA)  framework by
integrating GPS-based geofencing with Local Binary Pattern
Histogram (LBPH) facial recognition. Unlike conventional
attendance systems that rely solely on a single authentication
mechanism, the proposed approach performs location

JAIC Vol. 10, No. 4, August 2026: 3761 — 3774



JAIC e-1SSN: 2548-6861

3771

validation before initiating biometric verification. This
sequential validation strategy establishes multiple security
layers while simultaneously reducing unnecessary
computational processes.

The authentication workflow implemented in the proposed
system is illustrated in Figure 10. The process begins with
geofencing validation, where the user's GPS coordinates are
compared with the predefined attendance location. If the user
is located outside the authorized attendance radius, the
attendance request is immediately rejected without executing
the facial recognition module. Only users who successfully
satisfy the location requirement proceed to facial verification
using the LBPH algorithm. Finally, the generated confidence
score is evaluated against the predefined threshold before
attendance is recorded.

@

\; Attendance Request )

9 1. GPS Validation (Geofencing)
D

Retrieve user GPS coordinates and
compare with predefined location

Reject
Attendance

Outside authorized
attendance area

/" Confidence ™. @
s40? Attendance
Attendance successfully

® es
) s

Reject

Attendance
Face not recognized /
Confidence > 40

Save Attendance Data
Store attendance record with ‘
tmestamp, location, and user 1D

Figure 10. Sequential Multi-Factor Authentication workflow implemented
in the proposed attendance system

The sequential arrangement of authentication stages
provides several practical advantages compared with
executing all validation processes simultaneously. First,
validating the user's geographical location before performing
facial recognition reduces unnecessary computational
workload because the biometric verification module is
executed only for authorized attendance requests.
Consequently, unnecessary biometric processing is avoided
because facial verification is executed only after successful
geofencing validation.

Second, the proposed framework improves attendance
security by requiring users to satisfy two independent
authentication factors simultaneously. Even if an
unauthorized individual successfully imitates another user's
facial appearance, attendance cannot be completed unless the
individual is physically located within the authorized
attendance area. Similarly, users located within the designated
attendance radius cannot successfully complete attendance
unless their facial characteristics match the registered

biometric model. This dual-layer validation significantly
reduces opportunities for attendance manipulation compared
with systems relying solely on location verification or facial
recognition.

Another important aspect of the proposed framework is the
implementation of the confidence threshold in the LBPH
facial recognition module. Unlike probability-based
classification models, the confidence value generated by the
Local Binary Pattern Histogram algorithm represents a
distance metric, where values approaching zero indicate
higher similarity between the captured facial image and the
stored biometric template. Based on the implementation
results, the proposed system adopts a maximum confidence
threshold of 40 to determine successful authentication.

The selected threshold reflects practical deployment
conditions rather than ideal laboratory environments. During
implementation, several environmental factors were observed
to influence the confidence score, including illumination
intensity, camera quality, facial orientation, and background
variations. Among these factors, illumination changes
produced the greatest impact because the LBPH descriptor
extracts grayscale texture patterns from facial images.
Variations in lighting conditions may alter local texture
information, causing confidence values to increase even when
the same individual performs attendance. Therefore, selecting
a threshold of 40 provides an appropriate balance between
recognition robustness and authentication security, allowing
the system to tolerate moderate environmental variations
while maintaining reliable user verification.

The suitability of this threshold is also supported by the
experimental evaluation conducted under 120 attendance
scenarios. The obtained accuracy of 96.67%, together with an
FRR of 4.00% and an FAR of 2.85%, demonstrates that the
selected threshold maintains reliable authentication
performance while effectively resisting both genuine
recognition errors and spoofing attempts.

The proposed Sequential Multi-Factor Authentication
framework also offers advantages from a software
engineering perspective. By separating location validation
and biometric verification into consecutive processing stages,
the authentication workflow becomes modular and easier to
maintain within the Laravel-Python architecture. Future
improvements, such as replacing the LBPH algorithm with
more advanced deep learning-based facial recognition models
or integrating liveness detection, can be implemented without
significantly modifying the geofencing module or the overall
authentication workflow.

Overall, the discussion demonstrates that the proposed
Sequential ~ Multi-Factor ~ Authentication ~ mechanism
contributes not only to improving attendance security but also
to reducing unnecessary biometric processing and improving
system maintainability. The combination of geofencing and
LBPH facial recognition provides complementary security
layers that effectively prevent unauthorized attendance while
maintaining lightweight computational requirements suitable
for web-based attendance systems.
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E. Comparison with Previous Studies

Previous studies have demonstrated the effectiveness of
facial recognition technologies in improving attendance
automation and authentication accuracy. For instance, the
study employing MTCNN and DeepFace successfully
automated classroom attendance through deep learning-based
facial recognition, achieving high identification performance
under controlled conditions [6]. Similarly, another study
integrated MTCNN, VGGFace, and Support Vector Machine
(SVM) classifiers to support real-time multi-face recognition,
demonstrating the capability of recognizing multiple
individuals simultaneously with satisfactory accuracy [22].
These studies indicate that deep learning-based facial
recognition has become a promising approach for intelligent
attendance systems; however, such methods generally require
higher computational resources and more complex
implementation environments.

Several researchers have also explored alternative deep
learning architectures to improve recognition robustness
under various operational conditions. Portable attendance
systems incorporating liveness detection have been proposed
to reduce spoofing attacks by ensuring that only genuine
facial images are accepted during authentication [24].
Furthermore, FaceNet and other transfer learning approaches
have been widely adopted to enhance facial representation
and improve recognition performance in challenging
environments [24], [26], [27]. Although these approaches
achieve excellent recognition accuracy, they remain
computationally intensive and often require high-
performance hardware for model training and deployment.

Compared with these previous studies, the proposed
system adopts a different implementation strategy by utilizing
the Local Binary Pattern Histogram (LBPH) algorithm
integrated with GPS-based geofencing within a Sequential
Multi-Factor Authentication (MFA) framework. Rather than
relying solely on increasingly sophisticated facial recognition
models, the proposed approach combines biometric
authentication with spatial verification, ensuring that
attendance is validated only when users are physically located
within the authorized attendance area. Moreover, the
sequential validation mechanism performs geofencing
verification before executing facial recognition, thereby
avoiding unnecessary biometric processing for unauthorized
attendance requests.

Another distinguishing characteristic of the proposed
system is the implementation of a predefined confidence
threshold during LBPH-based facial verification. Attendance
is accepted only when the generated confidence value is less
than or equal to 40, allowing the system to maintain reliable
authentication performance despite moderate variations in
illumination, facial orientation, and background conditions.
Unlike previous studies that primarily emphasized
recognition accuracy through increasingly complex deep
learning architectures, the proposed system prioritizes a
balance between authentication reliability, computational

efficiency, and practical deployment in web-based attendance
applications.

Overall, the comparison demonstrates that the contribution
of this study lies not in replacing state-of-the-art deep learning
algorithms, but in introducing a lightweight and practical
Sequential Multi-Factor Authentication framework that
integrates geofencing and LBPH facial recognition into a
unified web-based attendance system. This approach provides
an efficient alternative for attendance applications that require
reliable security while maintaining low computational
complexity and ease of deployment.

F. Research Limitations and Future Work

Although the proposed web-based smart attendance system
successfully integrates GPS-based geofencing and Local
Binary Pattern Histogram (LBPH) facial recognition within a
Sequential Multi-Factor Authentication (MFA) framework,
several limitations remain that should be considered when
interpreting the results.

First, the proposed system employs the LBPH algorithm,
which was selected because of its lightweight computational
requirements and ease of integration into a web-based
architecture. Although LBPH provides efficient facial
recognition suitable for resource-constrained environments,
its recognition performance is influenced by environmental
factors, particularly illumination intensity, facial orientation,
camera quality, and background variations. These conditions
may increase the confidence score even for legitimate users,
potentially affecting authentication consistency under
uncontrolled operational environments.

Another limitation of this study is that the proposed LBPH-
based authentication framework was not experimentally
compared with other facial recognition methods, such as
Eigenfaces, Fisherfaces, FaceNet,  ArcFace, or
MobileFaceNet, under identical experimental conditions.
Therefore, the relative advantages of the proposed approach
in terms of recognition performance and computational
efficiency cannot yet be objectively quantified. Consequently,
the proposed framework should be interpreted as a
lightweight implementation rather than a replacement for
state-of-the-art deep learning-based facial recognition
methods. Future studies should conduct comparative
benchmarking using the same dataset and evaluation protocol
to provide a more comprehensive performance assessment.

Second, the current implementation applies a fixed
confidence threshold of 40 for facial verification. While this
threshold demonstrated satisfactory performance during
system implementation and functional testing, it was
empirically determined based on the deployment environment
and may not represent the optimal threshold for different
cameras, lighting conditions, or operational scenarios. Future
implementations may require adaptive threshold optimization
to improve recognition robustness under varying
environmental conditions.

Third, the proposed attendance system focuses primarily
on functional validation through black-box testing to verify
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that each module operates according to the specified
requirements. Although this study reports quantitative
biometric metrics including accuracy, FAR, and FRR,
additional evaluation using precision, recall, F1-score, ROC
analysis, and larger datasets is recommended to provide a
more comprehensive assessment of the proposed
authentication framework. Incorporating these evaluation
metrics would provide a more comprehensive assessment of
the biometric authentication performance.

Furthermore, the current implementation does not include
liveness detection or anti-spoofing mechanisms. Although the
combination of geofencing and facial recognition
significantly strengthens attendance security, the system
remains potentially vulnerable to sophisticated presentation
attacks involving high-quality facial images or videos.
Integrating liveness detection techniques would further
improve the robustness of the authentication process.

Based on these limitations, several directions for future
research can be proposed. Future studies may investigate the
integration of lightweight deep learning-based facial
recognition models, such as FaceNet, MobileFaceNet, or
ArcFace, to improve recognition performance while
maintaining acceptable computational efficiency. In addition,
implementing adaptive confidence threshold selection based
on environmental conditions may further enhance
authentication reliability across different deployment
environments.

Future research may also incorporate liveness detection,
anti-spoofing algorithms, and additional authentication
factors to further strengthen the proposed Sequential Multi-
Factor Authentication framework. Moreover, evaluating the
proposed system using a larger number of users and
conducting performance comparisons under different lighting
conditions, camera devices, and operational environments
would provide a more comprehensive understanding of the
system's scalability and robustness.

Overall, despite these limitations, the proposed system
demonstrates that integrating geofencing with LBPH-based
facial recognition through a Sequential Multi-Factor
Authentication mechanism provides a practical, lightweight,
and secure solution for web-based attendance systems. The
identified limitations provide valuable opportunities for
future enhancements while confirming the feasibility of the
proposed approach for real-world attendance management
applications.

IV. CONCLUSION

This study proposed and implemented a web-based smart
attendance system that integrates GPS-based geofencing and
Local Binary Pattern Histogram (LBPH) facial recognition
within a Sequential Multi-Factor Authentication (MFA)
framework. The system was developed using the Extreme
Programming (XP) methodology to support an iterative
software development process. Experimental results
demonstrated that the proposed Sequential Multi-Factor
Authentication framework successfully verified both user

location and biometric identity before attendance was
recorded. Functional evaluation confirmed that all major
system modules operated according to the predefined
functional requirements, while the sequential authentication
strategy effectively prevented unauthorized attendance
attempts and reduced unnecessary biometric processing by
executing facial recognition only after successful geofencing
validation.

The findings indicate that the proposed Sequential Multi-
Factor  Authentication framework, which combines
lightweight LBPH-based facial recognition, geofencing
validation, and GPS spoofing detection, provides a practical
alternative to computationally intensive deep learning
approaches for web-based attendance systems. The proposed
framework enhances attendance security by combining two
independent authentication factors while maintaining a
lightweight architecture that is suitable for real-world
internship and organizational attendance management.
Furthermore, the implementation demonstrates that a
confidence threshold of 40 provides a reasonable balance
between recognition reliability and operational practicality
under moderate environmental variations.

Future research should extend the evaluation using larger
participant populations, more diverse environmental
conditions, and additional biometric performance analyses to
further validate the robustness and generalizability of the
proposed framework. In addition, integrating liveness
detection, adaptive confidence threshold optimization,
lightweight deep learning-based facial recognition models,
and more advanced GPS spoofing detection techniques could
further improve authentication robustness while preserving
lightweight deployment characteristics.
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