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The development of voice based biometric security systems has increased the
demand for authentication methods capable of operating accurately and securely in
open set speaker verification scenarios. In this scenario, the system is required not
only to recognize registered users but also to reject unknown users who are not
included in the system database. This study focuses on hyperparameter optimization
in a Convolutional Neural Network Embedding based speaker verification system
using Mel Frequency Cepstral Coefficient (MFCC) features and speaker
embeddings. The optimization process was conducted through several experimental
stages, including MFCC parameter tuning, CNN architecture tuning, embedding
dimension tuning, and audio augmentation analysis. The dataset consisted of
Indonesian speech recordings from 8 registered speakers and 1 unknown speaker,
sampled at 16 kHz under controlled recording conditions. The dataset was divided
into training, enrollment, and testing subsets to support open set speaker verification
evaluation and reduce data leakage. System performance was evaluated using
accuracy, validation loss, False Acceptance Rate (FAR), False Rejection Rate
(FRR), best threshold, and inference time. The experimental results show that the
best configuration was achieved using the MFCC-C parameters (N_MFCC = 40,
N_FFT = 1024, HOP_LENGTH = 256, N_MELS = 40), the CNN-E architecture
with three convolution blocks (32-64-128), an embedding dimension of 64, and
lightweight augmentation consisting of noise injection, pitch shifting, and time
stretching. This configuration achieved stable system performance with a test
accuracy of 96.43% and a FAR of 8.7%, while maintaining lightweight
computational complexity and real time inference capability. The results also
indicate that excessive augmentation may increase embedding overlap between
speakers, thereby reducing system security performance. However, the study was
conducted on a limited scale dataset and has not yet evaluated robustness against
spoofing attacks, replay attacks, or adversarial synthesized voice attacks. Overall,
the study indicates that hyperparameter optimization influences the balance between
accuracy, computational efficiency, and biometric security performance in
lightweight CNN based voice biometric authentication systems under limited scale
evaluation conditions.
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l. INTRODUCTION

The rapid development of digital security technology has
increased the demand for authentication systems capable of
providing higher security levels compared to conventional
password and card based methods. One of the rapidly growing
approaches is biometric technology, which identifies
individuals based on unique characteristics such as facial
features, fingerprints, iris patterns, and voice characteristics
[1], [2], [3]. Among various biometric approaches has become
an attractive solution because the authentication process can
be performed naturally, without physical contact, and can be
relatively easily implemented on devices with medium to low
computational specifications.

Voice biometric technology has been widely applied in
various fields, including room access systems [4], Internet of
Things (1oT) devices [5], [6], smart home services [7], and
artificial intelligence based security systems [8]. In such
systems, authentication is performed by recognizing the user's
voice characteristics through feature extraction and pattern
matching processes against reference data stored in the
system database. The success of the authentication process is
highly dependent on the quality of voice feature
representation and the model’s ability to distinguish
characteristics among different users.

In the field of speech signal processing, Mel Frequency
Cepstral Coefficient (MFCC) is one of the most widely used
feature extraction methods because it is capable of
representing the spectral characteristics of human speech
effectively [9], [10], [11]. MFCC features are subsequently
processed using deep learning methods, particularly
Convolutional Neural Networks (CNN), to generate higher
level and more discriminative feature representations. The
combination of MFCC and CNN has demonstrated promising
performance in various speaker recognition and speaker
verification studies [12], [13].

Nevertheless, speaker verification systems still face several
challenges, particularly in open set speaker verification
scenarios. In this condition, the system is not only required to
recognize registered users but also to reject unknown speakers
who are not included in the database. This issue becomes
critical in security system implementations because falsely
accepting unknown users may lead to unauthorized access to
protected systems.

Most previous studies primarily focused on improving
accuracy as the main performance indicator. However, in
biometric authentication systems, security evaluation cannot
rely solely on accuracy but must also consider security related
metrics such as False Acceptance Rate (FAR) and False
Rejection Rate (FRR). FAR represents the rate at which the
system incorrectly accepts unauthorized users as legitimate
users, whereas FRR indicates the rate at which the system
incorrectly rejects legitimate users. These two parameters are
important indicators for determining the security level and
reliability of speaker verification systems.

In addition, the performance of speaker verification
systems is strongly influenced by the hyperparameter

configuration used. Parameters such as the number of MFCC
coefficients, Fast Fourier Transform (FFT) size, hop length,
number of CNN filters, number of convolution blocks,
embedding dimension, and audio augmentation techniques
directly affect feature extraction quality, model generalization
capability, and authentication stability [14], [15], [16], [17].
However, comprehensive studies investigating
hyperparameter optimization in open set speaker verification
systems remain relatively limited.

Recent speaker verification systems have utilized advanced
embedding architectures such as x vector, ECAPA-TDNN,
wav2vec, and transformer based models. However, these
approaches typically require significantly larger datasets and
higher computational resources. This study focuses on
lightweight MFCC based CNN embedding suitable for
limited resource environments and real time authentication
systems.

Therefore, this study proposes a lightweight CNN
Embedding based speaker verification framework with
hyperparameter optimization to improve verification
performance while maintaining computational efficiency
under limited scale open set biometric authentication
scenarios.

Based on these conditions, this study focuses on
hyperparameter optimization in a CNN based open set
speaker verification system using MFCC features and speaker
embeddings. The optimization process was conducted
through several experimental stages, including MFCC
parameter tuning, CNN architecture tuning, embedding
dimension tuning, and audio augmentation analysis. System
evaluation was performed using several performance metrics,
including accuracy, validation loss, FAR, FRR, best
threshold, and inference time, in order to obtain a model
configuration that not only achieves good classification
performance but also satisfies security requirements for real
time voice authentication systems.

Il. METHOD

This research proposes a hyperparameter optimization
framework for an open set speaker verification system based
on a Convolutional Neural Network (CNN) using Mel
Frequency Cepstral Coefficient (MFCC) features and speaker
embeddings as user voice identity representations. The
proposed method is designed to obtain the best model
configuration that not only achieves high classification
performance but also satisfies the security requirements of a
biometric voice authentication system.

In general, the research stages consist of dataset
acquisition, audio preprocessing, dataset splitting, MFCC
feature extraction, hyperparameter optimization, audio
augmentation analysis, CNN model training, speaker
embedding generation, open set speaker verification, and
security evaluation using False Acceptance Rate (FAR) and
False Rejection Rate (FRR). The overall research framework
used in this study is illustrated in Figure 1.
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A. Dataset Acquisition

The dataset used in this study was obtained from Kaggle
and consists of Indonesian language speech recordings with a
sampling rate of 16,000 Hz and varying audio durations for
each WAV recording, collected under relatively controlled
recording conditions with limited environmental noise
variations; audio preprocessing included fixed length
standardization into 3 second segments, MFCC feature
extraction, and feature normalization, although the dataset
still contains limited speaker diversity and controlled
recording conditions, which may limit the generalization
capability of the proposed model in large scale real world
speaker verification scenarios.

In this study, the dataset is divided into two main
categories: registered speakers and unknown speakers. The
registered speaker data consist of 8 speaker labels, namely
LABELO to LABEL7, which are used as the primary
identities during the training and testing processes. In
addition, the study also includes one additional label, namely
LABELUNKNOWN, which represents unknown users in the
open set speaker verification scenario. Each label contains 23
audio samples (.wav files), resulting in a balanced data
distribution across all speakers. Although the proposed
system was evaluated using an open set scenario, the number
of unknown speakers remains limited. Future work will
involve larger and more diverse unknown speaker populations
to better simulate real world authentication environments.

The inclusion of unknown speaker data aims to evaluate
the system’s ability to reject access attempts from users who
are not registered in the speaker database. This approach is
important in biometric security systems because, in real world
conditions, the system is not only required to recognize
authorized users but also expected to accurately detect and
reject unauthorized or foreign users.

/ Best Model Selection /

End

Figure 1. Research Flow

The use of voice biometrics in authentication systems is
based on the unique characteristics of human voices, which
are relatively difficult to replicate and allow authentication to
be performed naturally without direct physical contact [18].

B. Audio Preprocessing

The preprocessing stage is performed to standardize the
characteristics of the audio signals before the feature
extraction process. All audio signals are converted into mono
audio and resampled to 16 kHz to ensure consistent dataset
specifications.

In addition, each audio signal is adjusted to a fixed
duration of 3 seconds using trimming and zero padding
processes. If the signal length is shorter than the target
duration, zero values are added through padding. Conversely,
if the signal length exceeds the target duration, the signal is
truncated according to the predefined sample length.

This preprocessing stage is important to ensure consistent
input dimensions for the CNN training process and to improve
the stability of feature extraction [12].

C. Dataset Splitting

To avoid data leakage during the speaker verification
process, the dataset is divided into three main subsets:

e training set 70%,

e enrollment set 15%,

e testing set 15%.

The training set is used for CNN model training so that
the model can learn the characteristics of each speaker. The
enrollment set is used to build the speaker database based on
speaker embeddings, while the testing set is used to evaluate
the system performance during classification and speaker
verification.

Dataset splitting is performed using a stratified split
method to maintain balanced data distribution across all
speaker classes. This approach ensures consistent data
representation during both training and evaluation stages.

Independent dataset separation is essential to prevent data
leakage. Data leakage refers to a condition where information
from the testing set or enrollment set is unintentionally used
during the training process. This condition can cause the
model to produce artificially high evaluation performance that
does not accurately represent its real world capability. In other
words, the model tends to “memorize” previously seen data,
resulting in biased and unreliable evaluation results [19].

D. MFCC Feature Extraction

In this study, voice feature extraction is performed using
the Mel Frequency Cepstral Coefficient (MFCC) method.
MFCC is one of the most widely used feature extraction
techniques in speech recognition and speaker verification
systems because it effectively represents the spectral
characteristics of human speech [13], [20].

The MFCC extraction process uses several
parameters, including:

e number of MFCC coefficients (N_MFCC),

e  Fast Fourier Transform size (N_FFT),

main
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e hop length,

o number of mel filters (N_MELS),

e Hann window function.
After extraction, the MFCC features are normalized using
standard normalization to improve training stability. Several
MFCC parameter tuning scenarios are evaluated in this study
to analyze the effect of feature configuration on speaker
verification performance.

E. Hyperparameter Optimization of MFCC Parameters

The first optimization stage focuses on MFCC feature
extraction parameters. Several combinations of N_MFCC,
N_FFT, HOP_LENGTH, and N_MELS are evaluated to
analyze their influence on voice feature representation quality
and speaker verification performance.

The selection of MFCC parameters significantly affects
the spectral resolution and temporal representation of speech
signals [21]. An optimal MFCC configuration is expected to
produce more discriminative features, thereby improving the
system’s ability to distinguish speaker characteristics.

F. CNN Architecture Hyperparameter Optimization

The second optimization stage focuses on CNN

architecture. This study evaluates several CNN configurations
with variations in the number of convolution blocks,
convolution filters, and dropout rates.
Each convolution block consists of a convolution layer, batch
normalization, ReLU activation function, max pooling, and
dropout layer. CNN is used because of its capability to learn
spatial patterns from MFCC features and generate high level
discriminative feature representations [22]. The evaluation is
conducted to analyze the effect of network depth and model
complexity on classification performance and speaker
verification security.

G. Dimension Hyperparameter Optimization

The next optimization stage focuses on embedding
dimensions. Embeddings are used to represent speaker
identities as fixed dimensional numerical vectors before the
softmax classification process.

Several embedding dimensions are evaluated to analyze
their effect on inter speaker separation capability and
verification stability. Larger embedding dimensions generally
produce more detailed speaker representations; however, they
also increase model complexity and the risk of overfitting
[18], [23].

H. Audio Augmentation Analysis

To improve model generalization capability, this study
applies several audio augmentation techniques to the training
dataset. Augmentation is intended to simulate various real
world environmental conditions that may affect voice quality
during authentication. The augmentation techniques used
include:

e noise injection,

e  pitch shifting,

e time stretching,

e volume scaling,

e Dbackground noise.

Several augmentation combinations are evaluated to analyze
their influence on the robustness of the open set speaker
verification system.

Audio augmentation has been shown to improve the
performance of deep learning models in speech processing
systems by increasing the variability of training data
distributions [24].

I. CNN Model Training

The CNN model is trained using MFCC features as the
primary input. The CNN architecture consists of convolution
layers followed by batch normalization and ReL U activation
functions to extract high level features from speech signals.

At the final stage of the network, Global Average Pooling
is employed to reduce parameter complexity and improve
model generalization capability. The embedding output is
then normalized using L2 normalization before being
forwarded to the softmax classification layer.

The training process uses the Adam optimizer, sparse
categorical cross entropy loss function, and early stopping
based on validation loss.

The use of early stopping aims to reduce the risk of
overfitting and preserve the best performing model during
training [23].

J.  Speaker Embedding Generation

After the CNN training process is completed, the speaker
embedding model is constructed by extracting the output from
the normalized embedding layer in the CNN architecture.

Speaker embedding vectors were extracted from the dense
embedding layer of the CNN model after supervised training
using speaker labels. The embedding layer generates compact
latent feature representations that capture speaker specific
characteristics from MFCC features. Before similarity
evaluation, the embedding vectors were normalized using L2
normalization to improve cosine similarity stability. The
dataset was divided into training, enrollment, and testing
subsets to evaluate speaker verification performance under
open set conditions. The enrollment subset was used to
construct the speaker database, while the testing subset was
used exclusively for verification evaluation to avoid data
leakage.

This layer generates fixed dimensional numerical vector
representations used as the distinctive identity of each
speaker. In this study, the embedding dimension is
determined through hyperparameter tuning to obtain the
optimal speaker representation.

Mathematically, speaker embeddings are represented as:

e; = [X1, %5, X3, ., X ] )
where n denotes the embedding dimension and e; represents
the embedding vector of the it" voice sample.

The speaker database is generated using the enrollment
dataset. Each enrollment sample is converted into an
embedding vector using the embedding model. Subsequently,
embeddings belonging to the same speaker are averaged to
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obtain the main speaker representation (speaker centroid).
This process is formulated as:
e=~3Ne vy

Where e represents the mean speaker embedding, N
denotes the number of enrollment samples, and e; represents
each speaker embedding vector.

To improve matching stability, all embeddings are
normalized using L2 normalization as follows:

e

8= 3)

llell2

where,
N 2
XL €

llell = (4)

The normalization process reduces the influence of
embedding magnitude differences so that similarity
measurements become more stable.

During speaker verification, cosine similarity is used to
measure the similarity between the test embedding and the
speaker embeddings stored in the database. The cosine

similarity equation is expressed as follows [18]:
Similarity(A,B) = s (5)

IANED

The resulting similarity value is then compared with a
predefined security threshold to determine whether the
speaker is classified as an authorized user or an unknown
speaker. This approach enables the system to operate in an
open set speaker verification scenario, where the system must
recognize legitimate users while simultaneously rejecting
unregistered users.

K. Open Set Speaker Verification and FAR/FRR Evaluation

The speaker verification system in this study employs an
open set verification approach using cosine similarity
between the test speaker embedding and the speaker database
embeddings.

For each test sample, the system selects the highest
similarity score as the verification result. If the similarity
score exceeds a predefined threshold, the speaker is classified
as an authorized user. Otherwise, the speaker is categorized
as an unknown user.

The security performance of the system is evaluated using
the following metrics:

e False Acceptance Rate (FAR)

FAR = —— (6)
FP+TN
e False Rejection Rate (FRR).
FRR = 2~ ©)
FN+TP

FAR indicates the rate at which the system incorrectly accepts
unauthorized users as legitimate users, while FRR represents
the rate at which the system incorrectly rejects legitimate
users [25].

I1l. RESULTS AND DISCUSSION

In this study, the experimental process was conducted
progressively to obtain the optimal hyperparameter
configuration for the CNN based open set speaker verification
system using MFCC and speaker embedding. The evaluation

focused on several key parameters, including MFCC tuning,
CNN architecture tuning, embedding dimension tuning, and
audio augmentation analysis.

A. MFCC Tuning

The first experiment in this study focused on tuning the
Mel Frequency Cepstral Coefficient (MFCC) parameters to
obtain the most optimal feature extraction configuration for
the open set speaker verification system. Several MFCC
configurations were evaluated, including:

e MFCCA:
N_MFCC=13,
N_MELS=13

e MFCCB:
N_MFCC=20,
N_MELS=20

e MFCCC:
N_MFCC=40,
N_MELS=40

e MFCCD:
N_MFCC=64,
N_MELS=64

During the MFCC tuning process, the remaining parameters

were fixed, where the CNN architecture consisted of three

convolution blocks with filter configurations of 16-32—64 and

a dropout rate of 0.3, while the embedding dimension was set

to 64. This approach was applied to ensure that the

performance variations were only influenced by the MFCC
configuration. The results of MFCC hyperparameter tuning

are presented in Table I.

N_FFT=512, HOP_LENGTH=128, and

N_FFT=1024, HOP_LENGTH=256, and
and

N_FFT=1024, HOP_LENGTH=256,

N_FFT=2048, HOP_LENGTH=512, and

TABLE|

MFCC HYPERPARAMETER TUNING
Experi Test Best ::T‘errim;
“ment | Accura | Thres- (ms/step FAR FRR

-cy hold
MFCC- | 0.6071 0.9 78 0.5652 0.3214
A
MFCC- | 0.8214 0.9 262 0.2174 0.2857
B
MFCC- | 0.7143 0.85 268 0 0.0714
C
MFCC- | 0.8571 0.9 272 0.3478 0.3571
D

Accuracy Comparison for MFCC Tuning

MFCCA

wrccs

wrcce MrCCD

Figure 2. Accuracy Comparison for MFCC Hyperparameter Tuning
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FAR and FRR Comparison for MFCC Hyperparameter Tuning
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Figure 3. FAR and FRR for MFCC Hyperparameter Tuning

Based on the experimental results, the MFCC
configuration significantly affected the speaker verification
performance. MFCC-A produced the lowest performance due
to the limited number of extracted features, while MFCC-B
showed improvements in accuracy and a reduction in FAR.
Although MFCC-D achieved the highest test accuracy, the
FAR and FRR values increased considerably, indicating
lower security performance in the open set verification
scenario. Therefore, MFCC-C was selected as the optimal
configuration because it achieved a FAR of 0% with a low
FRR, resulting in better security performance and more stable
generalization  capability compared to the other
configurations.

B. CNN Architecture Tuning

The second experiment focused on CNN architecture
tuning to analyze the effect of convolution block depth, filter
size, and dropout rate on the open set speaker verification
performance. In this stage, the MFCC configuration used the
best result from the previous experiment, namely MFCC-C
with parameters N_MFCC = 40, N_FFT = 1024,
HOP_LENGTH = 256, and N_MELS = 40, while the
embedding dimension was fixed at 64 to ensure that
performance variations were only caused by the CNN
architecture.

The evaluated CNN architecture scenarios are described
as follows:

e CNN-A =2 Conv Blocks, Filters : 16-32, Dropout : 0.3

e CNN-B =3 Conv Blocks, Filters: 16-32-64, Dropout : 0.3

e CNN-C = 4 Conv Blocks, Filters : 32-64-128-256,
Dropout : 0.4

e CNN-D =4 Conv Blocks, Filters : 16-32-64-128, Dropout
:0.35

e CNN-E = 3 Conv Blocks, Filters : 32-64-128, Dropout :
0.35

TABLE Il
CNN ARCHITECTURE HYPERPARAMETER TUNING
Inferen-
. Test Best .
BXperi | accura | Thres | S TIMe | paR FRR
-ment (ms/step
-cy -hold )
CNN-A | 0.6071 | 0.95 198 0.4348 | 0.6071
CNN-B | 0.7143 | 0.85 268 0 0.0714
CNN-C | 1 0.9 408 0.2174 | 0.1071
CNN-D | 1 0.9 263 0.1739 | 0.1071
CNN-E | 0.9643 | 0.95 274 0.087 0.2857

Accuracy Comparison for CNN Architecture Tuning

ass

-
I

I i
N4 NI eNnC ) cne
£NN archiecture

Figure 4. Accuracy Comparison for CNN Architecture Hyperparameter
Tuning

FAR and FRR Comparison fer CNN Architecture Tuning

—e— FAR
—a— FRR

0.2

00

CNR-A CHN-B CuN-C CHN-D CNN-E
CHN Architecture

Figure 5. FAR and FRR for CNN Architecture Hyperparameter Tuning

The results indicate that each CNN architecture produced
different performance characteristics. CNN-A achieved the
lowest performance, indicating that a shallow network with
limited filters could not adequately capture discriminative
speaker representations. CNN-B improved the security
performance by achieving a FAR of 0%, although its test
accuracy remained relatively low.

CNN-C and CNN-D achieved the highest test accuracy of
100%. However, both configurations produced higher FAR
values, indicating that deeper and more complex networks
tended to overfit the training data, reducing the system’s
ability to reject unknown speakers. In addition, CNN-C had
the highest inference time due to its deeper architecture and
larger filter configuration.

The proposed CNN-Embedding (CNN-E) architecture
consists of three convolution blocks with filter configurations
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of 32, 64, and 128, respectively. Each convolution layer uses
a kernel size of 3x3 with same padding and L2 regularization
to improve feature generalization. Batch normalization and
ReLU activation functions are applied after each convolution
layer to stabilize the training process and improve nonlinear
feature extraction capability. Max pooling layers with a
pooling size of 2x2 are utilized to reduce feature
dimensionality, followed by dropout regularization with a rate
of 0.35 to minimize overfitting.

After the convolution blocks, a Global Average Pooling
layer is used to generate compact feature representations
before entering the embedding layer. The embedding layer
consists of 64 dimensions with ReLU activation and L2
normalization before cosine similarity evaluation. The final
classification layer uses softmax activation corresponding to
the number of registered speakers. The model was trained
using the Adam optimizer with a learning rate of 0.001 and
sparse categorical cross entropy loss function.

CNN-E demonstrated the most balanced performance
among all scenarios. This configuration achieved a test
accuracy of 96.43% with a FAR of 8.7% and an inference
time of 274 ms/step. The three convolution blocks with filters
of 32-64-128 successfully generated more discriminative
speaker representations without excessively increasing the
model complexity.

Based on the overall results, CNN-E was selected as the
best CNN architecture because it provided the best balance
between classification performance, security performance,
and computational efficiency. Therefore, CNN-E was chosen
for the subsequent experiments and considered more suitable
for real time biometric authentication systems.

C. Embedding Dimension Tuning

The third experiment analyzed the influence of embedding
dimension size on the open set speaker verification
performance. This stage used the best configuration obtained
from the previous experiments, namely MFCC-C
(40,1024,256,40) and CNN-E (32-64-128 with dropout
0.35). The remaining parameters were kept constant so that
the performance variations were only influenced by the
embedding dimension.

The evaluated embedding dimension scenarios are as
follows:

EMB-A = 32 Dimension

EMB-B = 64 Dimension

EMB-C = 128 Dimension

EMB-D = 256 Dimension

Based on the experimental results presented in Table I,
the EMB-A configuration with an embedding dimension of
32 produced the lowest performance among all evaluated
scenarios. The model only achieved a test accuracy of 25%
with a validation accuracy of 10.71%. In addition, the FAR
reached 100%, indicating that all unknown speakers were
incorrectly accepted as authorized users. This result suggests
that a small embedding dimension could not generate

sufficiently discriminative speaker representations, causing
the model to fail in distinguishing speaker characteristics
effectively.

TABLE Il
EMBEDDING DIMENSION HYPERPARAMETER TUNING

Expe- Test Best Inferen- FAR FRR
rimen | Accura | Thres- ce Time

t -cy hold (ms/step)
EMB- | 0.25 0.5 256 1 0
A
EMB- | 0.9643 0.95 330 0.087 0.2857
B
EMB- | 0.8929 0.9 276 0.2609 0.3214
C
EMB- | 1 0.9 256 0.3478 0.0714
D

Accuracy Comparison for Embedding Dimension Tuning

MR- ELT) EMB-C EMB-D
Em o

bedding Dimensian Seenany

Figure 6. Accuracy Comparison for Embedding Dimension Hyperparameter
Tuning
FAR and FRR Comparison for Embedding Dimension Tuning

—e— FAR
FRR

,_,.—/_/:‘\ H

02

EMB-A EMB-B EMB-C

Embedding Dimension Scenario

EMB-D

Figure 7. FAR and FRR Comparison for Embedding Dimension
Hyperparameter Tuning

A significant performance improvement was observed in
EMB-B with an embedding dimension of 64. This
configuration achieved a test accuracy of 96.43% with a FAR
of 8.7%. These results indicate that an embedding dimension
of 64 was capable of generating sufficiently representative
speaker embeddings without excessively increasing model
complexity. Furthermore, the inference time of 330 ms/step
remained relatively stable for real time implementation.

In the EMB-C configuration with an embedding
dimension of 128, the model generated more detailed speaker
representations. However, the security performance
decreased, as indicated by the FAR of 26.09% and FRR of
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32.14%. This finding demonstrates that increasing the
embedding dimension does not always improve the model

generalization capability. Instead, higher dimensional
embeddings may increase overlap among sSpeaker
representations, resulting in less stable verification
performance.

Meanwhile, EMB-D with an embedding dimension of 256
achieved the highest test accuracy of 100% and the lowest
FRR of 7.14%. However, the FAR increased significantly to
34.78%, indicating that the system still frequently accepted
unknown speakers as authorized users. In biometric
authentication systems, a high FAR is considered a critical
issue because it is directly related to the risk of unauthorized
system access.

Based on the overall experimental results, EMB-B was
selected as the optimal embedding dimension configuration.
The selection was based on the balance between classification
performance, security performance, and computational
efficiency. Although EMB-D achieved higher accuracy,
EMB-B produced a significantly lower FAR, making it more
suitable for secure speaker verification based biometric
authentication systems. In addition, the embedding dimension
of 64 maintained a relatively lightweight model complexity,
which is more appropriate for real time applications. The
embedding dimension size of 64 was selected as a
compromise  between computational efficiency and
discriminative capability. Lower embedding dimensions
reduce memory usage and inference complexity, while
excessively large embedding spaces may increase
computational overhead and embedding overlap risks on
limited-scale datasets.

D. Augmented Analysis

This stage analyzed the influence of various audio
augmentation techniques on the performance of the open set
speaker verification system. The experiments were conducted
using the best hyperparameter configuration obtained from
the previous stages, namely MFCC-C (40,1024,256,40),
CNN-E (32-64-128 with dropout 0.35), and an embedding
dimension of 64.

The initial augmentation stage employed three basic
augmentation techniques, namely noise augmentation, pitch
shifting, and time stretching. Subsequently, more detailed
augmentation scenarios were developed, including small
noise, medium noise, pitch up, pitch down, time stretch slow,
time stretch fast, volume up, volume down, and background
noise. These experiments were conducted to analyze the
influence of augmentation type and quantity on the speaker
authentication performance in the open set verification
scenario.

Based on the experimental results presented in Table IV,
the augmentation strategy significantly affected the speaker
verification performance. Aug A achieved the most stable
performance with a test accuracy of 96.43% and the lowest
FAR of 8.7%. This result indicates that lightweight
augmentation using limited combinations of noise, pitch

shifting, and time stretching improved the model
generalization capability without excessively altering the
original speaker characteristics.

TABLE IV
AUGMENTED ANALYSIS

. Inferen-
Code A“g”;e”teat'on ACIS?;C ceTime | FAR | FRR
yp Y (ms/step)
Aug A | Noise, Pitch, 96.43% (290 8.70% |[28.57%
Stretch
Aug B | Small Noise, 89.29% [279 21.74% |35.71%
Medium Noise,

Background Noise

Aug C | Pitch Up, Pitch 100% | 0%

Down

10.71% 275

Aug D | Time Stretch 10.71% [231 100% |0%

Slow, Time
Stretch Fast

Aug E | Volume Up, 1429% (288 100% |0%

Volume Down

Aug F | Small Noise, 85.71% [277 30.43% [39.29%
Medium Noise,
Background

Noise, Pitch Up,

Pitch Down

Aug G | Small Noise, 92.86%  [285 43.48% |14.29%
Medium Noise,
Background
Noise, Pitch Up,
Pitch Down, Time
Stretch Slow,

Time Stretch Fast

Small Noise,
Medium Noise,
Background
Noise, Pitch Up,
Pitch Down, Time
Stretch Slow,
Time Stretch Fast,
Volume Up,

Aug H 100% 333 34.78% (32.14%

Volume Down

In Aug B, noise augmentation improved robustness
against environmental disturbances; however, the FAR and
FRR values remained relatively high compared to Aug A.
Meanwhile, Aug C, Aug D, and Aug E produced extremely
poor performance, with validation accuracy close to 10% and
FAR reaching 100%. These results indicate that dominant
single type augmentation caused excessive distortion of
speaker characteristics, making it difficult for the model to
learn the original voice patterns effectively.

Aug F and Aug G achieved relatively high accuracy;
however, the increasing number of augmentation variations
significantly increased the FAR values. This finding indicates
that excessive augmentation may increase embedding overlap
among speakers, causing the system to become more
permissive toward unknown speakers.

In Aug H, the model achieved a test accuracy of 100%;
however, the FAR remained relatively high at 34.78%. In
biometric authentication systems, FAR is considered more
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critical than accuracy because it directly reflects the risk of
unauthorized user acceptance. Therefore, high accuracy does
not necessarily indicate a secure authentication system.
Based on the overall experimental results, Aug A was
selected as the optimal augmentation configuration because it
provided the best balance between accuracy and security
performance. The results demonstrate that lightweight
augmentation is more effective for limited datasets compared
to excessive augmentation strategies, which may lead to over
augmentation and reduced speaker embedding stability.

E. Best Model Selection

Based on all stages of hyperparameter tuning and audio
augmentation analysis, this study obtained the best
configuration for the final open set speaker verification
model. The optimal configuration consisted of MFCC-C
(N_MFCC = 40, N_FFT = 1024, HOP_LENGTH = 256,
N_MELS = 40), CNN-E with three convolution blocks (32—
64-128), an embedding dimension of 64, and lightweight
augmentation using noise, pitch shifting, and time stretching
with one variation for each augmentation type.

The configuration was selected based on the balance
between classification performance and biometric security
performance. The experimental results showed that the
selected model achieved a test accuracy of 96.43%, a FAR of
8.7%, and an FRR of 28.57%. The low FAR value indicates
that the system was capable of effectively rejecting unknown
speakers, thereby minimizing the risk of unauthorized access.
In biometric authentication research, FAR is considered one
of the most important evaluation parameters because it is
directly related to system security. However, the obtained
FAR value also indicates that several unauthorized speakers
were incorrectly accepted by the system. In practical
biometric security applications, such false acceptance may
increase the risk of unauthorized access. Nevertheless, the
current study prioritizes lightweight implementation and
limited scale evaluation rather than production level security
deployment, while future work will focus on reducing FAR
through larger scale datasets, improved speaker embeddings,
and antispoofing evaluation under more diverse real world
conditions.

Furthermore, the analysis demonstrated that excessive
augmentation did not necessarily improve system
performance. In several scenarios, excessive augmentation
increased embedding overlap among speakers, resulting in
significantly higher FAR values. This condition indicates that
overly aggressive augmentation may distort the speaker
feature distribution, causing the system to become more
permissive toward unknown speakers. Therefore, lightweight
and controlled augmentation was considered more suitable for
limited datasets, such as those used in this study.

Figure 8 illustrates the training accuracy and validation
accuracy curves of the best model configuration. The curves
demonstrate that the training process was relatively stable
without severe overfitting. The increasing training accuracy
was followed by stable validation accuracy until the training

process stopped at epoch 45 using the early stopping
mechanism.

Training Accuracy
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Figure 8. Training Accuracy Best Model Selection

Figure 9 presents the training loss and validation loss
curves. The results show that the loss gradually decreased
during the training process, indicating that the model
successfully learned representative speaker features. The
stable validation loss also demonstrates that the model
achieved relatively good generalization capability on unseen
data.

Training Loss
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224 validation Loss

] ' '
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Figure 9. Training Loss Best Model Selection

The system security evaluation is presented in Figure 10
using the FAR and FRR curves against varying threshold
values. The curves illustrate the trade off between false
acceptance and false rejection rates. Based on the
experimental results, the optimal threshold was obtained at
0.95, which provided the best balance between FAR and FRR.
Threshold selection is an essential stage in open set speaker
verification because it directly affects the sensitivity of the
system in accepting or rejecting users.
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Figure 10. FAR and FRR Comparison Best Model Selection
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Figure 11 presents the confusion analysis showed that the
proposed speaker verification system achieved 20 true
positive cases and 21 true negative cases, indicating that most
registered speakers were correctly accepted while most
unknown speakers were successfully rejected. Only 2 false
positive cases were observed, demonstrating good security
performance against unauthorized access. However, the
system still produced 8 false rejection cases, indicating that
several genuine speakers were incorrectly rejected due to the
relatively strict decision threshold. The obtained results
achieved a security accuracy of 80.39%, precision of 90.91%,
recall of 71.43%, and F1-score of 80.00%, showing that the
proposed CNN Embedding model provided promising
performance for lightweight open set speaker verification
systems.

Predicted Positive Predicted Negative

Actual Positive TP: 20 FN: 8

Actual Negative P2 TH: 21

=~ SECURLTY WETRICS ==mmm
Accuracy ¢ 0.8839 | Precision : 8.0831
Recall = : 8.7143 | F1:Score : 0.8898

Figure 11. Security Confusion Matrix

Figure 12 presents t-SNE visualization was implemented
to validate the separation of voice feature distributions
between classes visually. The use of this algorithm aims to
demonstrate that the embedding space generated by the
proposed model has been well optimized, where voice
samples from the same individual tend to form consistent
clusters, while samples from different individuals or
unregistered subjects (unknown speakers) are significantly
separated by clear decision boundaries.

t-SNE: Registered Speakers vs Unknown

Figure 12. t-SNE Visualization of Best Model Selection

Figure 13 shows the confusion matrix of the speaker
classification results on the testing dataset. Based on the
confusion matrix, most voice samples were correctly
classified into their corresponding speaker classes. This result
demonstrates that the proposed CNN model effectively
learned the voice characteristics of registered users.

Confusion Matrix
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Figure 13. Confusion Matrix Best Model Selection

Overall, the experimental results demonstrate that the
combination of hyperparameter optimization and lightweight
augmentation significantly improved the performance of the
open set speaker verification system. The best model
configuration obtained in this study is considered sufficiently
optimal for implementation in real time voice biometric
security systems.

1VV. CONCLUSION

This study investigated hyperparameter optimization for a
CNN based open set speaker verification system using MFCC
features and speaker embedding. The optimization process
was conducted through several experimental stages, including
MFCC parameter tuning, CNN architecture tuning,
embedding dimension tuning, and audio augmentation
analysis for voice biometric authentication.

Based on the MFCC tuning results, the MFCC-C
configuration with parameters N_MFCC = 40, N FFT =
1024, HOP_LENGTH = 256, and N_MELS = 40 showed
stable biometric security performance with a FAR of 0% and
an FRR of 7.14%. In the CNN architecture tuning stage, the
CNN-E configuration with three convolution blocks (32—64—
128) and a dropout rate of 0.35 provided a promising balance
between classification accuracy, model complexity, and
security performance. Furthermore, the embedding dimension
analysis indicated that an embedding dimension of 64
produced favorable performance in maintaining speaker
feature representation and computational efficiency.

The audio augmentation analysis showed that lightweight
augmentation using a combination of noise injection, pitch
shifting, and time stretching with limited variations provided
more stable performance compared to more complex
augmentation strategies. Excessive augmentation on limited
datasets tended to increase embedding overlap among
speakers, which may contribute to higher False Acceptance
Rate (FAR) values.

Overall, the experimental results indicate that
hyperparameter optimization influenced the performance of
the proposed open set speaker verification system,
particularly in balancing classification accuracy and
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biometric security metrics such as FAR and FRR. The

obtained CNN-Embedding

configuration demonstrated

promising performance for lightweight and limited scale
speaker verification applications. However, the dataset used
in this study contained limited speaker diversity and
controlled recording conditions, and no statistical significance
testing was conducted across experimental configurations.
Therefore, further evaluation using larger scale datasets, more
diverse recording environments, and statistical validation
methods is required to better assess the generalization
capability of the proposed system.
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