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Image encryption is required to protect visual data from unauthorized access. This
study proposes a hybrid image cryptosystem based on the Lorenz chaotic attractor
combined with artificial neural network optimization for adaptive chaotic parameter
generation. The proposed method applies chaotic pixel permutation and bidirectional
diffusion using chained XOR and bit rotation operations to improve ciphertext
randomness and differential attack resistance. Experiments were conducted on three
categories of generated RGB images with a resolution of 1024x1024 pixels.
Performance evaluation was carried out using entropy, correlation coefficient,
NPCR, UACI, PSNR, SSIM, key sensitivity, key space, histogram analysis, and
encryption time analysis. The experimental results show that both encryption
methods achieved entropy values close to the theoretical maximum approx ~7.9999
and correlation values near zero, indicating strong randomness and successful
removal of spatial pixel relationships. The proposed system also achieved NPCR
values of approximately 99.6% and UACI values close to 333%, demonstrating
strong resistance against differential attacks. In addition, the decryption process
successfully reconstructed the original images without information loss, producing
infinite PSNR values and SSIM values of 1.0. The obtained key sensitivity values
exceeding 99.6% and the approximate key space of 10*° further indicate strong
dependence on secret key precision and resistance against brute-force attacks.
Overall, the proposed hybrid cryptosystem demonstrated strong statistical security,
stable computational performance, and effective encryption capability for high-
resolution RGB images.

This is an open access article under the CC-BY-SA license.

l. INTRODUCTION

In the era of rapid growth in digital information exchange,
ensuring data confidentiality and integrity has become a
crucial necessity. Images, as one of the most frequently
transmitted forms of digital media, are vulnerable to
unauthorized interception and manipulation[1,2]. Traditional
encryption algorithms, although effective against certain
attacks, often face challenges when dealing with the intrinsic
redundancy, structural patterns, and large file sizes commonly
found in digital images. This condition has encouraged
researchers to explore more dynamic and nonlinear
approaches, such as chaos-based cryptosystems, which utilize
high sensitivity to initial conditions and secret keys in chaotic
maps to generate highly unpredictable encryption keys.

Among various chaotic systems, the Lorenz attractor and
other chaos models have been widely studied due to their
ability to generate complex and non-repetitive sequences,
making them suitable as robust cryptographic keys|[3].
Recent studies have shown that chaos-based systems have
strong potential for improving image encryption security. For
example, research by Sayed utilized an affine transformation
of the Lorenz system to produce a more complex random
number generator, enabling image encryption that is more
difficult to break[4]. In addition, a Lorenz attractor-based
approach was applied to RGB images by Alexan, who
combined cellular automata and an S-box to improve
resistance against statistical and brute-force attacks[5]. Other
studies have also evaluated various chaotic maps, including
the Lorenz attractor, and reported that the Lorenz attractor
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was able to produce higher entropy values and lower pixel
correlation compared to several other methods, indicating its
potential as an effective choice for chaos-based encryption
schemes [6-8].

In addition, the integration of chaos-based methods with
artificial neural networks has shown promising potential in
adaptive image encryption systems. Neural networks provide
adaptive capabilities for chaotic parameter prediction,
allowing Lorenz attractor parameters to be dynamically
adjusted according to image statistical characteristics. This
adaptive mechanism enables the encryption process to
maintain strong cryptographic performance while producing
image-dependent chaotic behavior[9,10].

Furthermore, several studies have highlighted the
importance of integrating confusion and diffusion stages in
chaos-based encryption schemes[11,12]. The confusion stage
is intended to shuffle pixel positions so that the spatial pattern
of the original image is destroyed, while the diffusion stage
uses operations such as XOR to spread key information across
all image pixels.

However, a major challenge in developing chaos-based
encryption systems is ensuring that the algorithm remains
efficient when applied to large-sized images. In addition, the
adaptability of chaotic parameters to different image types
requires a more dynamic approach, making the combination
with technologies such as neural networks a promising
solution[13-15].

This study aims to develop and evaluate a hybrid image
cryptosystem that combines the Lorenz chaotic attractor with
an artificial neural network for adaptive chaotic parameter
prediction. The proposed system applies confusion through
chaotic pixel permutation and bidirectional diffusion through
chained XOR and bit rotation operations to enhance
resistance against statistical and differential attacks. Unlike
conventional chaos-based encryption approaches that use
fixed Lorenz parameters, the proposed method dynamically
predicts chaotic parameters based on image statistical
characteristics. In addition, this study provides a comparative
evaluation between the standard Lorenz-based method and
the adaptive Lorenz + Neural Network approach using
statistical analysis (entropy and correlation coefficient),
differential attack analysis (NPCR and UACI), reconstruction
quality analysis (PSNR and SSIM), and key security
evaluation (key sensitivity and key space analysis). The
proposed approach is expected to contribute to the
development of adaptive and secure image encryption
systems with strong randomness, high sensitivity to secret
keys, and resistance against brute-force attacks for protecting
digital visual information in modern communication
environments.

Il. METHOD

This study uses an experimental approach to design,
implement, and evaluate a hybrid cryptosystem intended to
secure digital images. The system utilizes the Lorenz attractor
to generate chaotic keys and applies artificial neural network

optimization for adaptive chaotic parameter prediction. The
research workflow is presented in the following figure.

Research Workflow for Image Encryption
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Figure 1. Research Workflow

Figure illustrates the workflow of the proposed image
encryption system, which consists of dataset preparation,
encryption using two approaches, decryption, and evaluation
stages. The developed encryption system is chaos-based and
uses the Lorenz attractor as the key generator, with additional
chaotic parameter prediction using an artificial neural
network in one of the approaches. Both approaches apply the
same encryption mechanism, but differ in the strategy used to
determine the chaotic parameters.

A. Dataset

The dataset used in this study consists of RGB digital
images generated using generative image technology. The use
of generated images allows controlled variations in visual
patterns, color distribution, texture complexity, and object
composition without dependence on a specific public dataset.
Three image categories were selected, namely natural scene,
synthetic object, and abstract art, to represent different
statistical and structural image characteristics during
encryption testing.

The natural scene category contains images with complex
textures, natural color transitions, and irregular spatial
structures. The synthetic object category represents images
with clearer edges, more regular geometric structures, and
relatively uniform object distributions. Meanwhile, the
abstract art category contains highly varied color distributions
and irregular visual patterns intended to evaluate encryption
robustness under complex visual conditions. The use of these
three categories enables the proposed cryptosystem to be
evaluated across multiple image characteristics with different
statistical properties.

All images were processed at high resolution (1024 x 1024
pixels) during the main evaluation stage in order to analyze
the computational feasibility and encryption performance on
large-sized images. Smaller image versions (thumbnails)
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were additionally utilized to accelerate the initial analysis
process and neural network training data generation.

The dataset was used for two main purposes. First, it was
employed to evaluate the encryption and decryption
performance of both the Lorenz-only and Lorenz + Neural
Network methods. Second, the dataset was used to construct
neural network training data through statistical feature
extraction from encrypted images.

To construct the neural network training dataset, 120
encrypted image samples were generated using various
Lorenz parameter combinations within predefined parameter
ranges. Statistical characteristics extracted from the encrypted
images, including RGB channel mean values, standard
deviations, and entropy, were used as input features, while the
corresponding Lorenz parameters were used as target outputs
for adaptive parameter prediction.

To evaluate the generalization capability of the neural
network and reduce the risk of overfitting, the generated
feature dataset was divided into training and validation
subsets using an 80:20 train-validation split. During the
training process, both training loss and validation loss were
monitored to analyze model convergence and overfitting
behavior.

Although the proposed method demonstrated strong
cryptographic  performance across the tested image
categories, this study remains limited to generated RGB
images and has not yet evaluated other image modalities such
as medical imaging, hyperspectral imaging, or video
surveillance datasets. Therefore, broader generalization to
real-world security applications requires further investigation
in future work.

B. Divergence of Encryption Methods

The term divergence in this study refers to the difference in
the strategy used to determine chaotic parameters between the
two encryption approaches. This research applies two image
encryption approaches, namely the Lorenz-based chaos
method (Lorenz-only) and the hybrid Lorenz method with
artificial neural network optimization (Lorenz + Neural
Network). Both approaches use the Lorenz chaotic system as
the generator of the encryption key sequence, which is
expressed as follows:

dx
da—c(y—x)
y— — —
E—X(P z) -y
dz_
ity Bz

where (o), (B), and (p) are the control parameters of the
Lorenz chaotic system. In the Lorenz-only method, the
Lorenz system uses standard parameter values commonly
found in the literature, namely (o) = 10, ()= 2.667, and (p)=
28. This approach is used as the baseline in evaluating the
chaos-based encryption system[16].

In the Lorenz + Neural Network method, a feedforward
artificial neural network, namely a Multilayer Perceptron
(MLP), is used to adaptively optimize Lorenz parameters
based on statistical characteristics extracted from encrypted
images.

The neural network training dataset was constructed using
120 Lorenz parameter combinations generated randomly
through uniform random sampling. The parameter ranges
used were (o) between 5and 20, () between 0.5 and 4, and
(p) between 20 and 45. These ranges were selected to include
the standard values of the classical Lorenz system, namely
(o =10), (B =2.667), and (p = 28), while also providing
a wider exploration space during the optimization process.

Each parameter combination was applied to a
representative RGB image, after which statistical features
from the encrypted image were extracted as input data, while
the Lorenz parameter values were used as output targets. The
extracted input features consisted of the mean values of the
RGB channels, the standard deviation of each channel, and
the entropy of the encrypted image.

The neural network architecture consisted of one input
layer with seven statistical features, two hidden layers
containing 64 neurons each with ReL U activation functions,
and one output layer with three linear neurons representing
the Lorenz parameters, namely (o), (8), and (p).

The model was trained for 40 epochs using the Adam
optimization algorithm with a learning rate of 0.001, while
Mean Squared Error (MSE) was employed as the loss
function. During the training phase, each iteration processed
data in batches of 8 samples. To evaluate the generalization
capability of the model and reduce the risk of overfitting, the
generated feature dataset was divided into training and
validation subsets using an 80:20 train-validation split.
Training loss and validation loss were monitored during the
learning process to analyze model convergence and
overfitting behavior.

For computational efficiency during neural network dataset
generation, the encrypted training samples were produced
using a reduced diffusion configuration before being applied
to the full bidirectional diffusion process during the main
encryption evaluation stage.

The Lorenz parameters optimized by the neural network
were subsequently utilized in the image encryption process to
generate adaptive chaotic behavior based on image statistical
characteristics.

C. Encryption and Decryption Process

Both encryption methods apply an identical processing
flow, with the main difference lying in the Lorenz parameter
values used. The input image is first processed using the
Lorenz chaotic system to generate a chaotic sequence that
functions as the encryption key.

The first dimension of the chaotic sequence is used to
construct the diffusion key, while the second dimension is
utilized to generate pixel permutation indices during the
confusion stage. The permutation process is performed by
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sorting the chaotic sequence values to produce permutation
indices, causing the spatial arrangement of image pixels to
become highly randomized before the diffusion stage.

After the confusion stage, the diffusion process is carried
out to modify pixel intensity values using modulo 256
arithmetic operations, chained XOR operations, and bit
rotation. The proposed method applies bidirectional diffusion
consisting of forward and backward diffusion stages to
improve resistance against differential attacks and increase
the avalanche effect.

In the forward diffusion stage, the encryption process for
the iii-th pixel is expressed as follows:

C; = ROL (((P + K;) mod 256) & C;_,1;)

where (P,) represents the (i)-th plaintext pixel, (K;) is the
(i)-th chaotic key, (C;) is the (i)-th ciphertext pixel, and (ROL)
denotes the left bit rotation operation.

To further enhance diffusion propagation, a backward
diffusion stage is subsequently applied in the reverse
direction, which is expressed as follows:

¢/ = ROL(((C, ® Cly,) + K,)mod256,1; )

Where C; represents the ciphertext generated after the
backward diffusion process.

The diffusion stage is repeated for five rounds using
forward and backward bidirectional diffusion to increase
sensitivity to small changes in both the plaintext image and
chaotic parameters. This mechanism enables small
modifications in the input image or secret key to propagate
across the entire encrypted image more effectively.

The decryption process is carried out by sequentially
applying the inverse operations of each encryption stage,
including inverse backward diffusion, inverse forward
diffusion, right bit rotation, reverse XOR operation, modulo
256 subtraction, and inverse permutation. By using the same
Lorenz parameters and chaotic key sequence, the original
image can be reconstructed correctly without information
loss.

The reversibility of the proposed cryptosystem was further
evaluated using PSNR and SSIM metrics between the original
image and the decrypted image. High PSNR values and SSIM
values close to 1 indicate that the decryption process
successfully reconstructs the original image with negligible
distortion while maintaining encryption security[17].

D. Evaluation Method

The performance evaluation of the encryption system was
conducted on encrypted images to assess the security level,
reconstruction quality, and computational effectiveness of the
proposed cryptosystem. Several evaluation metrics were
employed, including Number of Pixels Change Rate (NPCR),
Unified Average Changing Intensity (UACI), information
entropy, pixel correlation, Peak Signal-to-Noise Ratio
(PSNR), Structural Similarity Index Measure (SSIM), key
sensitivity analysis, key space analysis, histogram analysis,
and encryption time analysis.

NPCR is used to measure the percentage of pixel changes
in the ciphertext caused by small modifications in the
plaintext image, and is formulated as follows:

2D(.))
NPCR_(MXN)XwO
where (D(i,)) = 1) if (€, (i, /) # C;(i,)), and (D(i, /) = 0)
otherwise.

UACI is used to measure the average intensity difference

between two ciphertext images and is expressed as follows:

1 NN 66D = GG
1LJ) — 2L
X
TET DD
i=1 j=1
Information entropy is used to evaluate the randomness
level of ciphertext pixel distribution and is calculated using

the following formula:

UACI =

255
HO) == pxlog, p(x,)
i=0

Correlation between adjacent pixels is used to evaluate the
ability of the encryption system to eliminate spatial
relationships in the original image, and is formulated as
follows:

cov(x,y)

"y \/Var(x),/Var(y)
PSNR is used to evaluate the reconstruction quality of the
decrypted image relative to the original image and is
expressed as follows:

2552
PSNR = 1010g10 m

where MSE represents the Mean Squared Error between the
original image and the decrypted image.

SSIM is used to measure structural similarity between the
original image and the decrypted image by considering
luminance, contrast, and structural information, and is
expressed as follows:

(2upy, + €1)(20,, + C,)

(2 +p2+C)(o2+02+C,)

Where p, and u,, represent the average intensity values of
the two images, o7 and o denote the variances, o, is the
covariance, and C; and C, are stability constants.

Key sensitivity analysis was performed by applying a very
small perturbation to one of the Lorenz parameters and
observing the resulting changes in the ciphertext image. The
difference between the ciphertexts generated using the
original and modified parameters was evaluated using the
NPCR metric. High NPCR values indicate strong sensitivity
of the encryption system to small changes in the secret key.

Key space analysis was conducted to estimate the total
number of possible secret key combinations generated from
the Lorenz chaotic parameters. Assuming that each Lorenz
parameter (o,,p) is represented with a computational
precision of approximately 10~*°, The approximate key
space can be expressed as follows:

K — (1015)3 ~ 1045 ~ 2149

space

SSIM(x,y) =
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which represents the combined precision space of the three
Lorenz parameters (), (8), and (p). The obtained key space
is sufficiently large to resist brute-force attacks using current
computational capabilities[18].

Histogram analysis was used to evaluate the uniformity of
ciphertext pixel distributions, while encryption time analysis
was conducted to evaluate the computational feasibility of the
proposed encryption system when processing high-resolution
images.

An entropy value close to 8 indicates a highly random
ciphertext distribution, while correlation values close to zero
indicate successful removal of adjacent pixel relationships.
High NPCR and UACI values indicate strong resistance
against differential attacks. In addition, high PSNR values and
SSIM values close to 1 indicate successful image
reconstruction during the decryption process with minimal
information loss.

All evaluation metrics were applied consistently to both the
Lorenz-only and Lorenz + Neural Network methods to ensure
objective and fair performance comparison.

I1l. RESULTS AND DISCUSSION

This section presents the experimental results and
discussion of the proposed hybrid image cryptosystem based
on the Lorenz chaotic attractor and artificial neural network
optimization. The experiments were conducted using three
categories of generated RGB images, namely natural scene,
synthetic object, and abstract art, with a resolution of
1024x1024 pixels. The evaluation focused on encryption
randomness, differential attack resistance, reconstruction
quality, key security, and computational performance.

A. Dataset Visualization

The proposed cryptosystem was evaluated using two
approaches, namely the standard Lorenz-based encryption
method (Lorenz-only) and the adaptive Lorenz + Neural
Network method. Both methods applied identical confusion
and bidirectional diffusion stages, while differing in the
strategy used to determine the Lorenz chaotic parameters. An
example of one of the generated images used in this study is
shown in Figure 2.

Figure 2. Generated RGB Image Dataset
B. Lorenz Trajectory Visualization

Figure 3 presents the trajectory visualization of the Lorenz
attractor used as the chaotic key generator in both the Lorenz-
only and Lorenz + Neural Network methods. The butterfly-
shaped trajectory pattern demonstrates the nonlinear and non-
periodic behavior of the Lorenz chaotic system, which is

highly sensitive to small changes in chaotic parameters and
initial conditions. These characteristics are important in
image cryptography because they enable the generation of
complex and unpredictable key sequences for the confusion
and bidirectional diffusion processes.

In the Lorenz-only method, the chaotic trajectory was
generated using the standard Lorenz parameters (o = 10),
(B = 2.667),and (p = 28),. Meanwhile, the Lorenz + Neural
Network method utilized adaptively optimized Lorenz
parameters generated by the neural network model. Although
both methods preserved the fundamental chaotic structure of
the Lorenz attractor, observable differences appeared in the
trajectory density and orbit distribution due to the adaptive
parameter optimization process. These results indicate that
the neural network successfully generated alternative chaotic
parameter configurations while maintaining the chaotic
behavior required for secure image encryption.

Figure 3. Comparison of Chaotic Lorenz Trajectories

C. Adaptive Lorenz Parameter Analysis

The Lorenz + Neural Network method generated adaptive
chaotic parameters for each image category based on
extracted image statistical characteristics. Table | presents the
predicted Lorenz parameters (o), (8), and (p)) produced by
the neural network model during the encryption process.

The experimental results show that the predicted chaotic
parameters varied slightly across different image categories
while remaining within the chaotic region of the Lorenz
system. For example, the predicted ¢ values ranged from
approximately 13.79 to 13.82, while the predicted p values
remained around 32.7. These variations indicate that the
neural network successfully generated adaptive parameter
configurations according to image statistical characteristics
while preserving the chaotic behavior required for secure
image encryption.

TABEL |

ADAPTIVE LORENZ PARAMETERS GENERATED BY THE NEURAL NETWORK
MODEL FOR DIFFERENT IMAGE CATEGORIES.

Category Sigma NN Beta NN | Rho NN
Natural Scene 13.8122 2.5339 32.7190
Synthetic Object 13.8241 2.5084 32.7151
Abstract Art 13.7957 2.5096 32.722

D. Overfitting Analysis
The overfitting behavior of the neural network model was
evaluated by monitoring both training loss and validation loss

Hybrid Cryptosystem for Image Encryption Using Lorenz Attractor and Neural Network Optimization
(1 Wayan Rangga Pinastawa, Radinal Setyadinsa, Ihsan Tri Marseno, Gybran Kalmando)



2472

e-ISSN: 2548-6861

during the training process. Figure 4 presents the training and
validation loss curves obtained during 40 training epochs.

As shown in Figure 4, both the training loss and validation
loss decreased rapidly during the early training stage and
gradually converged as the training process progressed. The
final training loss and validation loss values were
approximately 23.57 and 25.13, respectively, indicating that
the difference between both curves remained relatively small.

The absence of a large gap between the training and
validation loss curves suggests that no significant overfitting
occurred during model training. These results indicate that the
neural network model was able to generalize the relationship
between image statistical characteristics and Lorenz chaotic
parameters effectively within the generated dataset.

Training vs Validation Loss

—— Training Loss
Validation Loss

» B a0
Epoch

Figure 4. Training and Validation Loss Curves of the Neural Network
Model.

E. Encryption-Decryption Visualization

Figure 5 presents a visual comparison between the original
image, encrypted images generated using the Lorenz-only and
Lorenz + Neural Network methods, and the reconstructed
decrypted image for the natural scene category. The encrypted
images produced by both methods exhibit highly random
visual patterns without recognizable structural information
from the original image. Meanwhile, the decrypted image was
successfully reconstructed and visually identical to the
original image, confirming the reversibility and stability of
the proposed cryptosystem.

Figure 5. Comparison of Encryption and Decryption Results

F. Histogram Analysis

Histogram analysis was conducted to evaluate the pixel
intensity distribution before and after the encryption process.
Figure 6 presents the histogram comparison between the
original image, the Lorenz-only encrypted image, and the
Lorenz + Neural Network encrypted image. The histogram of
the original image shows a non-uniform distribution that
reflects the natural visual structure and statistical
characteristics of the image content.

After the encryption process, both encryption methods
produced ciphertext histograms with nearly uniform

distributions across the entire intensity range (0-255)(0-
255)(0-255). This indicates that the statistical properties of
the original image were successfully concealed through the
confusion and bidirectional diffusion processes. The uniform
histogram distribution demonstrates that the encrypted
images possess strong statistical randomness and reduced
vulnerability to histogram-based statistical attacks.

The histogram patterns produced by the Lorenz-only and
Lorenz + Neural Network methods were visually similar,
indicating that both approaches successfully maintained
strong ciphertext randomness. The adaptive neural network
optimization primarily influenced the chaotic parameter
generation process while preserving the statistical security
characteristics of the Lorenz chaotic encryption system.

Lorenz + NN

[ o
o s 100 150 200 250 0 s 100 150 200 250

0
o s 100 150 200 250

Figure 6. Histogram Comparison of Original and Encrypted Images.

G. Entropy Analysis

Table Il presents a comparison of the entropy values of the
original images, encrypted images, and decrypted images for
both methods. The entropy values of the encrypted images in
both methods reached 7.9999 or were very close to the
theoretical maximum value of 8.0, indicating a highly random
and unpredictable pixel intensity distribution.

The decryption process in both methods successfully
restored the entropy values to their original values, indicating
that the proposed encryption system is reversible. There was
no difference in entropy values between the Lorenz-only and
Lorenz + Neural Network methods, showing that parameter
optimization using an artificial neural network does not
directly affect the global randomness level of the image, but
plays a greater role in sensitivity and parameter adaptability.

TABEL Il
COMPARISON OF ENTROPY VALUES

Category Entropy Entropy
Lorenz Lorenz + NN
Natural Scene 7.9999 7.9999
Synthetic Object | 7.9999 7.9999
Abstract Art 7.9999 7.9999
Average 7.9999 7.9999

H. Correlation Analysis

Table 111 presents the pixel correlation analysis results for
the encrypted images generated using the Lorenz-only and
Lorenz + Neural Network methods. The encrypted images
produced by both approaches achieved correlation values
very close to zero across all tested image categories. The
average correlation values obtained using the Lorenz-only
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and Lorenz + Neural Network methods were approximately
—0.0008 and —0.0014, respectively.

The very low correlation values indicate that neighboring
pixels in the ciphertext images became statistically
independent after the confusion and bidirectional diffusion
processes. This demonstrates that both encryption methods
successfully removed spatial dependencies between adjacent
pixels, thereby increasing resistance against statistical
analysis attacks.

Although the differences between both methods were
relatively small, the Lorenz-only method achieved slightly
lower absolute correlation values on average. However, both
approaches consistently produced correlation values
extremely close to zero, indicating highly effective pixel
decorrelation performance. These findings suggest that the
adaptive neural network optimization primarily contributed to
dynamic chaotic parameter generation while maintaining the
strong decorrelation capability of the Lorenz chaotic
encryption system.

TABEL IlI
PiXEL CORRELATION COMPARISON OF BOTH METHODS
Image Encryption Encryption
Correlation Correlation
(Lorenz) (Lorenz + NN)
Natural Scene -0.000669 -0.001578
Synthetic Object -0.000788 -0.000931
Abstract Art -0.000944 -0.001560
Average -0.000800 -0.001356

I. NPCR & UACI Analysis

Table 1V presents the NPCR and UACI results obtained
from the differential attack analysis for both encryption
methods. The Lorenz-only and Lorenz + Neural Network
methods consistently achieved NPCR values of

approximately 99.6% and UACI values close to 33%
across all tested image categories. These values are close to
the ideal cryptographic criteria for secure image encryption
systems, indicating strong resistance against differential
attacks and a significant avalanche effect.

For natural scene images, the Lorenz-only method
produced slightly higher NPCR and UACI values compared
to the Lorenz + Neural Network method. This indicates that
the standard Lorenz parameters were already highly effective
for images with complex natural textures and color variations.

For synthetic object images, the Lorenz + Neural Network
method produced a slightly higher UACI value (33.4838%)
compared to the Lorenz-only method (33.4563%), indicating
improved intensity diffusion performance under adaptive
parameter optimization. However, the NPCR values of both
methods remained highly comparable and very close to the
ideal value.

For abstract art images, both methods again demonstrated
very similar NPCR and UACI performance, with only minor
differences between the Lorenz-only and Lorenz + Neural
Network approaches. These findings indicate that the final

bidirectional diffusion mechanism successfully enhanced
differential attack resistance in both encryption methods.

Overall, the experimental results demonstrate that both
methods achieved highly secure differential attack
performance after the implementation of the enhanced
bidirectional diffusion process. The adaptive neural network
optimization primarily contributed to dynamic chaotic
parameter generation and parameter adaptability rather than
dramatically increasing NPCR and UACI values beyond the
already strong performance of the Lorenz chaotic encryption
system.

TABEL IV
NPCR AND UACI COMPARISON OF BOTH METHODS

Category NPCR NPCR UACI UACI
Lorenz Lorenz Lorenz Lorenz

+ NN + NN
Natural Scene 99.6094 | 99.6057 | 33.4577 | 33.4558
Synthetic Object | 99.6118 | 99.6082 | 33.4563 | 33.4838
Abstract Art 99.6111 | 99.6077 | 33.4745 | 33.4622
Average 99.6108 | 99.6072 | 33.4628 | 33.4673

J. PSNR & SSIM Analysis

Reconstruction quality analysis was conducted using Peak
Signal-to-Noise Ratio (PSNR) and Structural Similarity Index
Measure (SSIM) to evaluate the reversibility of the proposed
cryptosystem. Table V presents the PSNR and SSIM results
obtained between the original images and the decrypted
images for all tested image categories.

The experimental results show that all decrypted images
achieved infinite PSNR values and SSIM values of 1.0 for
both encryption methods. These findings indicate that the
decryption process successfully reconstructed the original
images without information loss or structural distortion.

The obtained PSNR and SSIM results confirm that the
proposed encryption and decryption processes are fully
reversible and stable. In addition, the perfect reconstruction
performance demonstrates that the implementation of the
confusion and bidirectional diffusion mechanisms did not
introduce irreversible modifications to the encrypted image
data.

TABEL V
PSNR AND SSIM RESULTS OF DECRYPTED IMAGES
Image PSNR SSIM
Natural Scene Inf 1.0
Synthetic Object inf 1.0
Abstract Art inf 1.0
Average inf 1.0

K. Computational Performance Analysis

Computational performance analysis was conducted to
evaluate the practical feasibility of the proposed encryption
system when processing high-resolution RGB images. Table
VI presents the encryption time comparison between the
Lorenz-only and Lorenz + Neural Network methods for all
tested image categories.
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The experimental results show that both methods required
relatively similar encryption times, with average encryption
times of approximately 53.39 seconds for the Lorenz-only
method and 54.27 seconds for the Lorenz + Neural Network
method. The slightly higher computational time observed in
the Lorenz + Neural Network method was mainly caused by
the additional neural network parameter optimization process
before chaotic sequence generation.

Despite the additional optimization stage, the
computational overhead introduced by the neural network
remained relatively small compared to the overall encryption
process. These findings indicate that the proposed hybrid
cryptosystem is capable of maintaining strong cryptographic
performance while preserving acceptable computational
efficiency for high-resolution 1024x1024 RGB image
encryption.

TABEL VI

ENCRYPTION TIME COMPARISON BETWEEN THE LORENZ-ONLY AND LORENZ
+ NEURAL NETWORK METHODS.

Image Enc Time Enc Time
Lorenz (s) Lorenz + NN (s)
Natural Scene 54.0195 54.1270
Synthetic Object 52.0569 53.5843
Abstract Art 54.0802 55.1011
Average 53.3855 54.2708

L. Key Security Analysis.

Key sensitivity analysis was conducted by applying small
perturbations to the Lorenz chaotic parameters during the
encryption process. Table VII presents the key sensitivity
results obtained using NPCR measurements between
ciphertext images generated from the original and modified
chaotic parameters.

The experimental results show that all image categories
achieved key sensitivity values exceeding 99.6%. These
findings indicate that very small modifications in the chaotic
parameters produced substantially different ciphertext
outputs, demonstrating strong dependence on secret key
precision and high resistance against key-related attacks.

In addition, the proposed cryptosystem achieved an
approximate key space of 10*>, which is sufficiently large to
resist brute-force attacks using current computational
capabilities. These results confirm that the proposed Lorenz-

based cryptosystem possesses strong key security
characteristics suitable for secure image encryption
applications.

TABEL VII

KEY SENSITIVITY ANALYSIS RESULTS OF THE PROPOSED CRYPTOSYSTEM

Image Enc Time Lorenz (s)
Natural Scene 99.6053
Synthetic Object 99.6145
Abstract Art 99.6124
Average 99.6107

1VV. CONCLUSION

Based on the experimental results obtained from the three
image categories, namely natural scene, synthetic object, and
abstract art, it can be concluded that the Lorenz attractor is
highly effective as a chaotic key generator for secure image
encryption due to its nonlinear dynamics and high sensitivity
to chaotic parameters. Both the Lorenz-only and Lorenz +
Neural Network methods consistently produced entropy
values of approximately 7.9999 and correlation values very
close to zero, indicating strong ciphertext randomness and
successful removal of spatial relationships between adjacent
pixels.

The proposed bidirectional diffusion mechanism
significantly improved differential attack resistance, as
demonstrated by NPCR values of approximately 99.6% and
UACI values close to 33% for both encryption methods.
These values are close to the ideal cryptographic criteria for
secure image encryption systems and indicate a strong
avalanche effect against small plaintext modifications.

The experimental results also showed that the Lorenz-only
and Lorenz + Neural Network methods achieved relatively
comparable cryptographic performance across all tested
image categories. Although the adaptive neural network
optimization did not significantly outperform the standard
Lorenz method in all evaluation metrics, the neural network

successfully generated alternative chaotic parameter
configurations while preserving the strong security
characteristics of the Lorenz chaotic system. This

demonstrates that the neural network primarily contributed to
adaptive chaotic parameter optimization and dynamic chaotic
behavior rather than solely maximizing a specific
cryptographic metric.

In addition, the proposed cryptosystem successfully
reconstructed the original images during the decryption
process without information loss, as indicated by infinite
PSNR values and SSIM values of 1.0 across all experiments.
The obtained key sensitivity values exceeding 99.6% and the
approximate key space of 10*> further indicate strong
dependence on secret key precision and high resistance
against brute-force attacks.

Although the proposed cryptosystem demonstrated strong
statistical security and differential attack resistance, this study
has not yet evaluated advanced cryptanalytic attacks such as
chosen-plaintext attacks, known-plaintext attacks, or deep-
learning-based cryptanalysis. In addition, the experiments
were limited to generated RGB images and did not include
real-world datasets such as medical images, hyperspectral
images, or video surveillance data. Therefore, further
investigation is required to evaluate the robustness of the
proposed system in broader real-world security scenarios.

Overall, the proposed Hybrid Lorenz—Neural Network
cryptosystem demonstrated strong statistical security,
effective differential attack resistance, high reconstruction
accuracy, and stable computational performance for
1024x1024 RGB image encryption. Future work may further
evaluate the proposed approach using larger datasets,
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different image modalities, and modern cryptanalytic attack
scenarios to investigate broader real-world security
applications.
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