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English language learning in Indonesia faces significant challenges, including
limited vocabulary retention, poor pronunciation, and passive learning methods. The
EngVenture application was developed to address these issues by integrating
gamification principles with interactive English learning environments. This study
aims to design and implement a backend system and DevOps workflow that ensure
optimal performance, security, and stability for gamification-based learning
applications. The Rapid Application Development (RAD) method was employed,
comprising requirements planning, user design, construction, and cutover phases.
System requirements were identified through a validated questionnaire (Cronbach's
o= 0.89) distributed to 101 respondents from diverse backgrounds. Results indicated
that users prioritized data security (90.1%), system speed (91.1%), and secure
authentication (69.3%) as critical factors. Based on these findings, a RESTful API-
based backend was designed and integrated with Docker, Jenkins, and Nginx,
incorporating security features such as JWT authentication, API key validation, and
SSL/TLS encryption. Quantitative evaluation over a 20-day period demonstrated
significant improvements: 85% faster deployment time (6.23—1.48 minutes), 43.4%
reduction in error rate (211—138 errors), 95.7% build success rate, stable API
response time (~160ms) under load testing with 1,000 concurrent requests, and near-
zero downtime (<5 minutes). This research demonstrates that the integration of
structured backend architecture and automated DevOps practices significantly
enhances system reliability, deployment efficiency, and user satisfaction in
educational technology applications such as EngVenture.

This is an open access article under the CC-BY-SA license.

I. INTRODUCTION

English has become the world’s primary lingua franca,
functioning as a global medium of communication across
education, business, diplomacy, and technology[1][2][3].
Mastery of English supports not only linguistic competence
but also intellectual and professional competitiveness in the
international arena. In Indonesia, English education has been
integrated into the curriculum from an early stage to prepare
students for the global era[l], yet challenges remain in
optimizing learning outcomes. According to Syandri[2],
English for Specific Purposes (ESP) also plays an essential

role in vocational and higher education contexts, aligning
linguistic skills with professional needs. Consequently,
improving English language instruction requires innovative
strategies that strengthen learner motivation, adaptability, and
technological literacy. Qualified teachers and effective
pedagogical designs are crucial to ensure that language
learning becomes more relevant and impactful for students in
the 21st century.

Technological advancement has profoundly transformed
the educational landscape by facilitating creativity,
accessibility, and collaboration in learning[4][5][6] Safitri
and Tari[4] emphasize that gamification-based learning
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enhances motivation and language proficiency, especially
when supported by interactive digital tools. Similarly,
Purnasari and Sadewo[5] note that digital transformation
provides equitable access to quality learning even in remote
areas. Sulistyarini et al.[6] further highlight that digital
literacy and the use of learning media improve teachers’
pedagogical competence in digital learning environments. In
the context of language learning, technology facilitates
diverse instructional media videos, online quizzes, and real-
time feedback that encourage students to engage actively in
learning activities. It enables flexible learning environments
where students can practice listening, reading, and speaking
skills dynamically. Thus, educational technology functions
not merely as a supplementary tool but as an integral part of
effective and modern English pedagogy.

Despite early English education, many Indonesian students
continue to face challenges in mastering essential language
skills such as pronunciation, reading comprehension, and
vocabulary acquisition[7], [8]. Khairum et al.[7] argue that
the use of technology in elementary education can enhance
language learning quality but still requires adaptive methods
that match student behavior. Common issues include word
mispronunciation, literal reading, and limited vocabulary
retention, which hinder learning progress[8]. Gamification-
based learning has been identified as an effective approach to
address these problems by integrating game mechanics such
as challenges, rewards, and progress tracking into learning
activities[9][10]. Demonstrate that game-based vocabulary
learning in elementary schools significantly improves learner
engagement and retention. Similarly,[10] highlight that
platforms such as Kahoot and Quizizz encourage competitive
yet collaborative learning environments[10]. Games not only
provide enjoyment but also stimulate active participation, as
supported by Yufenti Oktafiah[8], who found that creative
educational games can increase students’ motivation and
curiosity in learning English.

While gamification has proven effective in enhancing
engagement, research on its integration with robust backend
and DevOps infrastructure remains limited. The EngVenture
application represents an innovative effort in Indonesia that
applies gamification principles to interactive English
learning, integrating dynamic features and real-time
feedback. However, most previous studies on educational
DevOps have focused primarily on deployment automation or
integration pipelines, without incorporating quantitative
performance analysis or user-centric evaluations[11][12].
Fernandez-Gauna et al. [9] and Offerman et al.[13] emphasize
the pedagogical benefits of DevOps in collaborative coding
but note the lack of structured metrics in educational contexts.
Similarly, Jayakody and Wijayanayake[11] and Azad and
Hyrynsalmi[14] identify critical success factors for DevOps
adoption but do not examine its role in learning applications
requiring high reliability and security. This research gap
underscores the need for integrating measurable DevOps
workflows in educational systems, particularly those
supporting gamified and interactive environments where

uptime, security, and scalability directly affect the learning
experience.

This study contributes by proposing an integrated backend
and DevOps architecture tailored for interactive language
learning applications. The architecture combines RESTful
API, JWT-based authentication, and containerized CI/CD
pipelines using Docker, Jenkins, and Nginx—following the
structured system development approach inspired by the
Rapid Application Development (RAD) methodology[15]-
[19]. This design ensures efficient iteration, modular
scalability, and continuous integration aligned with agile
educational requirements. Quantitative results demonstrate
85% faster deployment, 43.4% fewer errors, and a 95.7%
build success rate compared to traditional systems. Multi-
layered security (API Key, JWT, SSL/TLS) ensures data
integrity, addressing 90.1% of users who expressed high
concern for system protection. A validated questionnaire
(Cronbach’s a = 0.89, n = 101) confirms that users prioritize
system speed (91.1%) and authentication reliability (69.3%).
Furthermore, the system supports real-time interaction with
<160 ms response time and zero-downtime deployment,
essential for gamified learning environments. These findings
extend current literature by demonstrating how DevOps
integration can enhance performance, reliability, and
pedagogical efficiency in educational technology systems.

II. METHOD

Identifying Problems

Formulating Research
Questions and
Objectives
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Rapid Application
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Figure 2. 1 EngVenture Application Research Process

A. Identifying Problems

In the initial stage, the main focus is finding relevant, real-
world problems to research. Researchers examine phenomena
or needs that remain unresolved or for which no solution has
been found. This stage ensures that the research has a strong
foundation and is relevant to the needs of the community,
organization, or field of science.
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B. Formulating Research Questions and Objectives

Next, the research questions and objectives are determined.
These objectives and questions will serve as benchmarks for
the success of the research.

C. Literature Review

At this stage, researchers collect and study literature related
to their research subject. Sources may include books,
scientific journals, previous research reports, and other
reliable sources. The main objective of this research is to gain
a comprehensive understanding of the theories, methods,
results, and objectives of previous studies. Another objective
is to identify research gaps that this research will fill.

D. Rapid Application Development (RAD)

Requirements
Planning

N
Cutover %ﬂ ,} User Design

N

Construction

Figure 2. 2 RAD (Rapid Application Development)[20]

The Rapid Application Development (RAD) method was
chosen due to its iterative and adaptive nature, allowing
continuous collaboration between developers and users
during the backend design and DevOps integration stages.
RAD emphasizes both accuracy and development speed
through repeated prototyping and user feedback in every
phase of the process. This method integrates the structured
principles of the Waterfall model with the flexibility of
iterative  development, focusing on efficiency and
responsiveness to user needs.[12]. The use of RAD in this
study ensures that the backend and CI/CD workflow can be
refined quickly based on testing results and user validation,
leading to a more reliable and user-centered system.

In research, RAD is used to create application prototypes
that solve previously identified problems. This approach
involves rapid, iterative software design, development, and
testing to ensure the application meets user needs. The stages
of the RAD method that are implemented include:

1) Requirements Planning

The main focus at this stage is identifying the users' system
requirements and defining the project scope[21]. Developers
gather information about user requirements for the upcoming
information system. This information is then used to create
the features, workflows, and services users expect[15].

2) User Design

At this stage of the research, the backend design has been
developed according to the requirements. This includes
creating the API service process flow and proposed system
architecture, as well as designing the database table structure
to support the application features[16]. This phase is carried
out to meet the technical design requirements of back-end
users and allow them to provide input so the system is built
according to their needs[17].

3) Contructions

The construction phase begins the process of creating the
previously designed system. At this stage, developers write
program code to transform the design into an actual
application according to the plan. Users remain actively
involved during this phase, providing input and suggesting
changes or improvements to the system. Additionally,
progress reports are continuously submitted to ensure that the
system meets the requirements[18].

4) Cutover

The cutover phase is a stage in the implementation of
DevOps that ensures the EngVenture application backend can
operate stably in the production environment[19]. The main
activities at this stage include automatic deployment through
the Jenkins pipeline, service management in containers with
Docker, and server configuration with Nginx and SSL to
ensure secure access. By the end of the cutover phase, the
backend will be fully developed and successfully migrated to
the server infrastructure, allowing application users to access
and use it properly.

E. Data Collection

Topic Identification Literature Study

Problem Formulation
Review foundation and
existing theories to support
research

Select appropriate and

relevant research topic (o (S FEEE A

identified gaps

1 ' 2 ) 3

Data Collection

Data Analysis

Analyze collected data to

| Gather data based on topic
obtain conclusions

and methodology

Figure 2. 3 Data Collection

The following image illustrates the steps of the research
methodology used to design and develop the backend system
and the DevOps process for the EngVenture application at the
IntSys Research Lab. The staircase shape of the diagram
indicates that the research process is carried out gradually,
systematically, and structurally.
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1) Topic Identification

The research began with the identification of a need for a
modern, adaptive learning system, especially in the context of
gamified language learning. The EngVenture application was
designed to address these challenges by prioritizing speed of
access, data security, and reliable backend system integration.

2) Literature Study

A review of literature and previous research was conducted
to understand technical and methodological approaches to
backend and DevOps development. Topics covered in the
analyzed literature included CI/CD-based DevOps
management and user data security in digital education
systems.

3) Questionnaire Formulation

To gather user requirements and expectations, a
questionnaire was developed. The questionnaire included
questions about important backend system features, security
expectations, access speed expectations, and user preferences
for authentication methods.

4) Questionnaire Distribution

The questionnaire was distributed to 101 respondents, most
of whom were students. As these respondents were
representative of the target users of the EngVenture
application, their responses were invaluable in designing a fit-
for-purpose system.

TABLE I
RESPONDENT PROFILE
Category Count Percentage

Pelajar 26 25.7%
Mahasiswa 33 32.7%
Karyawan 8 7.9%
Wirausaha 26 25,7%
Ibu Rumah 2 2%
Tangga

Guru 2 2%
Belum Bekerja 2 2%
Dagang 1 1%
TNI 1 1%
Total 101 100%

A total of 101 respondents were purposively selected to
represent EngVenture’s target users. The sample included 26
high school students (25.7%) and 33 university students
(32.7%), accounting for 58.4% of participants actively
learning English. In addition, 26 working professionals
(25.7%) from various sectors using English for
communication and 16 others (15.9%)—including teachers,
entrepreneurs, and self-employed learners—were also
represented. Demographically, respondents consisted of 39
individuals aged over 25 years (38.6%), 34 aged 20-25 years
(33.7%), 27 aged 15-20 years (26.7%), and 1 under 15 years
(1%). The group comprised 66 males (65.3%) and 35 females

(34.7%), mostly educated at the high school to bachelor’s
degree level. This diverse composition ensures that the system
requirements reflect the needs of a broad range of English
learners, enhancing the generalizability of the study findings
for digital language learning applications.

TABLE III
SUMMARY OF QUESTIONNAIRE ITEMS
N | Indicator | Item Statement Scale
0
| System The application | Likert 1-5
Speed should load
quickly (<3
seconds)
2 | System APl response | Likert 1-5
Speed time should be
fast for smooth
interaction
3 System | No lag during | Likert 1-5
Speed gameplay or
learning
activities
4 | Data My personal data | Likert 1-5
Security | must be
encrypted  and
protected
5 | Data Secure login | Likert 1-5
Security | with  password
protection is
essential
6 | Data System  should | Likert 1-5
Security | prevent
unauthorized
access
7 | Authenti | Email and | Likert 1-5
cation password login is
my preferred
method
8 | Authenti | Two-factor Likert 1-5
cation authentication
adds security
9 | Reliabilit | Application Likert 1-5
y should be
accessible  24/7
without
downtime
10 | Reliabilit | System should | Likert 1-5
y auto-recover
from errors

The questionnaire used in this study was validated through
expert judgment by two information systems lecturers
specializing in software engineering and educational
technology, who assessed each item for content validity,
clarity, and relevance to the research objectives, with items
receiving less than 80% agreement being revised or removed.
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Reliability testing using Cronbach’s Alpha yielded a
coefficient of 0.89, surpassing the 0.70 threshold, indicating .
strong internal consistency. Subscale reliability scores were oo
also high, including System Speed (o = 0.85), Data Security
(a = 0.88), Authentication (a = 0.82), and System Reliability :;:‘:iswa
(a=0.87). These results confirm that the questionnaire is both Karyawan
valid and reliable for evaluating user requirements in the ::’;"u’?j::: _—
EngVenture backend system. ®cu

@ Belum bekerja
5) Data Collection :$:?g

The responses were collected and compiled for analysis.
Quantitative data obtained from various diagrams, such as
gender, age, institution, and technical user requirements
(important features, authentication, and downtime tolerance),
formed the basis for designing the backend system and
DevOps pipeline.

6) Data Analysis

The data was analyzed to determine users' actual needs. For
instance, most users considered login and security to be
essential features, and the maximum tolerable downtime was
under five minutes. These results informed the development
of a backend system focused on reliability, efficiency, and
security, as well as DevOps practices supporting high
availability and zero-downtime deployment.

II1. RESULT AND DISCUSSIONS

A. User Requirements

In the early stages of implementing the Rapid Application
Development (RAD) model, data was collected by sending
101 respondents from various backgrounds and educational
levels Google Forms questionnaires. The survey results were
used to determine user requirements, such as application
access speed, data security, and important features. These
findings then formed the basis for the backend and DevOps
workflow and were discussed further in the Results and
Discussion section to ensure the designed system met user
requirements.

Usia
101 jawaban

@ <15 Tahun

@ 15- 20 Tahun
20 - 25 Tahun

@ > 25 Tahun

Figure 3. 1 Age Distribution of Respondents

The respondents came from various age groups. Most were
over 25 years old: 39 respondents (38.6%). The second largest
group was 20-25 years old (34 respondents, 33.7%), followed
by 15-20 years old (27 respondents, 26.7%). Only one
respondent (1%) was under 15 years old.

Figure 3. 2 Background of Respondents' Institutions or Occupations

The majority of respondents came from various
institutions. The largest group was made up of 33 respondents
(32.7%), followed by students and employees with 26
respondents each (25.7%). Fewer respondents came from the
following groups: entrepreneurs, housewives, teachers, the
unemployed, traders, and military personnel.

Seberapa penting kecepatan akses dan waktu respon aplikasi dalam menunjang pengalaman
belajar Anda?

101 jawaban

@ Sangat Penting
@ Penting

Cukup Penting
@ Tidak Penting

Figure 3. 3 Level of Importance of Application Access Speed and Response
in Supporting The Learning Experience

Overall, 91.1% of respondents rated application speed and
response time as very important to their learning experience,
while 8.9% considered it important, and none viewed it as less
significant. These findings emphasize that EngVenture
backend development must prioritize efficient data
processing, effective request management, and optimized
server architecture to maintain low latency, especially under
high traffic loads. Given that gamification-based applications
rely on fast, seamless interactions to sustain engagement,
system sluggishness can quickly reduce user interest. To
address this, EngVenture employs a lightweight RESTful
API, an Nginx reverse proxy for efficient traffic distribution,
and Docker containers to maintain stable, high-performance
operation across all environments.
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Bagaimana tingkat kepedulian Anda terhadap keamanan dan privasi data pribadi dalam aplikasi ini?
101 jawaban

@ Sangat Peduli
@ Peduli
Cukup Peduli
@ Tidak Terlalu Peduli
@ Tidak Peduli

Figure 3. 4 Level of User Concern for Data Security and Privacy

Data security and privacy are key concerns among users,
with 90.1% expressing a very high level of concern about the
protection of their personal data, 7.9% indicating concern, and
only 1% showing minimal worry. This highlights the critical
need for strong security measures within the EngVenture
backend system. As a digital learning platform that stores
sensitive user information such as identities and activity
records, EngVenture applies best DevOps security practices,
including encryption, token-based authentication using JSON
Web Tokens (JWT. Additionally, all communications are
secured via SSL/HTTPS to ensure data confidentiality and
maintain user trust in the platform’s integrity and safety

Apa yang menurut Anda paling penting dari sebuah aplikasi backend?
101 jawaban

@ Kecepatan dan performa
@ Keamanan data
Mudah digunakan aleh pengauna

@ Kemudahan integrasi dengan sistem
lain

Figure 3. 5 Most Important Elements According to Users of Backend
Applications

As illustrated in the figure, the survey results show that
users prioritize both system speed and data security in
backend applications, with 46.5% considering data security
the most important factor and 38.6% emphasizing speed and
performance, while 10.9% valued ease of use and only 4%
mentioned ease of integration. These findings highlight that
EngVenture users demand a secure yet high-performing
system. To address this, the backend is designed with strong
security mechanisms such as password encryption, input
validation, JSON Web Tokens (JWT), and HTTPS-only
connections, while performance is enhanced through query
optimization, asynchronous processing, and load balancing.
This combination ensures that EngVenture maintains both
robust data protection and responsive system performance,
aligning with user expectations for reliability and speed.

Saat menggunakan aplikasi, fitur mana yang Anda anggap sangat penting?

8.9%

101 jawaban

@ Login dan keamanan
@ Riwayat aktivitas atau data
Notifikasi dan pemberitahuan
® Tampilan yang menarik
@ Tampilan yang mudah diidentifikasi
@ Login, keamanan serta data
@ Pemakaian yang mudah dan berguna

Figure 3. 6 Application Features Vonsidered Very Important by Users

Based on the survey results, 69.3% of respondents identified
login and security as the most important features, followed
by activity history or important data (10.9%) and
notifications and alerts (8.9%), while only 1% emphasized
aspects such as recognizable display, data security, and ease
of use. These findings indicate that EngVenture users
prioritize secure and reliable system access above all else,
making the implementation of multi-factor authentication
and real-time activity logging essential. At the same time,
notification features that inform users about level
progression, achievements, and learning updates support the
gamification aspect of the application. Overall, the strong
emphasis on security demonstrates that safe access is a
fundamental prerequisite before users engage with other
features.

Apa yang Anda harapkan dari sistem pengelclaan server dan deployment?
101 jawaban

@ Aplikasi selalu bisa diakses tanpa
gangguan

@ Update sistem bisa dilakukan otomatis
Keamanan dan backup yang rutin

@ semuadiatas

Figure 3. 7 Expectations for Server Management and Deployment Systems
Infrastructure and Expectations for DevOps Systems

The findings indicate that 39.6% of respondents prioritize
uninterrupted access, 34.7% value all service aspects
(continuous availability, automatic updates, security, and
regular backups), 17.8% focus on security and backups, and
7.9% emphasize automatic updates. These results highlight
that service availability is the primary concern in user
perception. To address this, EngVenture’s backend should
implement load  balancing, container  auto-restart
(Docker/Kubernetes), zero-downtime deployment, and
automated rollback within the CI/CD pipeline. Additionally,
automated updates and backups can be ensured through
scheduled cron jobs, incremental backup systems, and
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integrated notifications using Jenkins or GitHub Actions.

Jika sistem sedang down, berapa lama waktu maksimal yang bisa Anda toleransi?

101 jawaban

@ <5 menit
@ 5-15 menit
15-30 menit
@ Lebih dari 30 menit

40,6%

Figure 3. 8 System Security and User Authentication Preferences

Most respondents (49.5%) stated that the maximum
acceptable downtime is less than five minutes, while 40%
tolerated 5—15 minutes, 8.9% allowed 15-30 minutes, and
only 1% accepted more than 30 minutes. These results
emphasize the critical need for implementing robust DevOps
practices, including failover systems, redundancy
mechanisms, and fast, reliable CI/CD pipelines to ensure
continuous service availability and minimize downtime.

Sistem autentikasi apa yang Anda butuhkan?
101 jawaban

@ Emall & password

@ Login dengan Google/Facebook
QTP via WhatsApp/SMS

@ Biometrik (opsional)

@ Semua di atas benar

@ Semua diatas

—

Figure 3. 9 User Expectations for Server Management and Deployment
Systems

The majority of respondents (44.6%) prefer password and
email authentication as their primary login method. This
method is considered the most efficient and is widely used.
Additionally, 28.7% of respondents prefer the OTP (one-time
password) system via WhatsApp or SMS because it provides
an additional level of security and is practical. Only 9.9% of
respondents use third-party accounts, such as Google or
Facebook, to log in. Additionally, 14.9% of respondents
choose biometrics as an optional method. While most
respondents use conventional authentication methods, many
support dual authentication methods. This indicates that
systems supporting multi-factor authentication (MFA) need
to be developed. This is particularly important for addressing
user security concerns, especially for applications like
EngVenture that handle user activity history and personal
data.

B. User Design

During the user design stage, the backend system is
designed according to the previously analyzed wuser
requirements to describe how the service will run. This design
process involves data structure modeling and identifying the

relationships between entities in the database using Entity
Relationship Diagram (ERD). ERD illustrate the relationships
between primary tables, including users, sessions, quiz
questions, streaks, hearts, and leaderboards.
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Figure 3. 10 Entity Relationship Diagram (ERD)

Figure 3.10 illustrates the EngVenture database schema,
which unifies user management, learning progress,
gamification, and TOEFL test data within a normalized
relational structure. Core entities such as users, sessions, and
toefl questions are connected to supporting tables like
categories, difficulties, and levels to ensure integrity and
scalability. Learning and gamification progress are tracked
through test progresses, gamifikasi progresses, and streaks,
while certificates and test scores record assessment results.
Question entities, including quiz_questions, quiz_options,
and question_audio_options, manage varied item types and
multimedia content. This schema effectively supports
adaptive learning, progress monitoring, and consistent data
flow across EngVenture’s integrated backend—frontend
ecosystem.
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Figure 3. 11 CI/CD Pipeline Stages

Figure 3.11 illustrates the CI/CD process. It begins with
retrieving the latest code from the repository and building a
Docker image as a release-ready application package. Next,
the image is deployed to the staging environment for
functional testing, integration, and configuration verification.
If the test results meet the standards, the process moves on to
manual approval before deployment to the production
environment. Once approved, the same image is promoted to
production to ensure consistency with the staging
environment. Then, the pipeline cleans up the staging
environment by stopping temporary containers and deleting
unused images. The final stage displays the process's final
status as either successful or failed, which serves as feedback
for further improvements.

Developer

4)[ Github Repository H Jenskins CI/CD J
p A

)

Docker Registry

Mginx Reverse
Proxy

—t

End Users

GCP VPS SERVER

|

Figure 3. 12 Deployment Flowchart

Figure 3.12 depicts the application deployment flow using
an integrated CI/CD pipeline. Developers commit code to
GitHub, triggering Jenkins to automate compilation, testing,
and Docker image creation. The generated image—
containing the application and its dependencies—is stored in
a Docker Registry to ensure consistent environments across
development, testing, and production. The image is then
deployed to a VPS server, where the application runs in
isolated containers managed through Nginx reverse proxy for
secure and efficient traffic handling. This automated process
enables faster, more reliable, and consistent deployments,
minimizing manual errors while maintaining continuous
service availability.
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Figure 3. 13 Engventure Arsitektur system workflow

Figure 3.13 illustrates the EngVenture system architecture,
which integrates the client, gateway, application, and data
layers through an automated DevOps pipeline. The Flutter-
based mobile client provides a gamified learning interface,
while the Nginx reverse proxy in the APl gateway manages
SSL/TLS encryption, load balancing, and secure request
routing. The backend API service, supported by a security
module implementing JWT-based authentication and
authorization, handles user management, gamification logic,
and RESTful API operations connected to a PostgreSQL
database for storing user, progress, and assessment data.
Meanwhile, the DevOps pipeline—comprising GitHub for
version control, Jenkins for automated CI/CD processes, and
Docker for containerized deployment—ensures system
consistency, scalability, and rapid, reliable updates aligned
with modern software delivery practices.

C. Construction

The construction phase focused on developing the
EngVenture backend at the IntSys Research Lab, including
server-side coding, database design, and API service
development to connect the application with the server.
Testing using Postman and Swagger confirmed the proper
functioning of core endpoints such as user authentication and
data management, ensuring the backend system was fully
operational before deployment to the production
environment.

ENDPOINT =
https://asynfxy.web.id/golang_api/api/auth/login
(POST)

REQUEST =
{"usernameQremail™: "testingl23","password":
"12345678"}

RESPONSE =

{"user”:{"id":"testing123_

1","username”: "testing123", "email": "testing123
@gmail.com”,"phenenumber™:"232853728", "exp":0, "fc
1lowers":[],"role":"user","following":[],"hearts"
:8,"joined date™:"2025-10-27708:00:42.652052+
07:00","profile_image”:{"string"”:"","valid":false
},"token":"eyJhbGci0iIIUZIINIISINRSCCIEIkpXVCI9. e
yJI1c2VyX21kIjoidGVzdGluzzEyM18xTiwidXNlcmShbWUiod
JOZXNeaWsSnMTIzIiwiaWFeIjoxNzYXNTMXNDA3TQ. _
95bYoQikckCNYgUWKDNwey5T73UD7dvs I62BWLECSO", "coin
s":0,"unlockedBeginner”:true,"unlockedIntermediat
e":false,"unlockedAdvanced":false,"created_at":"2
025-10-27T715:00:44.07669+
97:00","updated_at":"2025-10-27T15:00:44.07669+
07:00"}, "token": "eyJhbGci0ilIUzIINiISINRScCI6IkpX
VCJ19.eyl1c2VyX21kIjoidGVzdGluzZzEyM18XIiwidXN1lcmSh
bWU10110ZXN@aWSNMTIZIiwiaWF@IjoxNZYXNTMXNDA3TQ.
95bYoQikckCNYgUWKDNwey5T73UD7dvsI62BwL6Cs0™ )

Figure 3. 14 Endpoint Login
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The image shows the results of testing the following
endpoint using Postman during the construction phase:
https://asynfxy.web.id/golang_api/api/auth/login. The test
results show a 200 OK response, indicating that the request
was processed successfully and complete user data was
generated, along with a JWT token that will be used to
maintain the authentication session for subsequent requests.
The backend implementation also uses API keys to restrict
service access and ensures that user passwords are stored in
an encrypted form to maintain data confidentiality. These
results demonstrate that the login service functions as
designed and has adequate security protections for use in a
production environment.

TABLE IIIII
SYSTEM ENVIRONMENT AND TECHNICAL SPECIFICATIONS
Component Specification
Server Google Cloud
Platform (VPS)

CPU 2 vCPU
RAM 8 GB
Storage 200 GB SSD
Operating System | Ubuntu 22.04 LTS
Containerization Docker
CI/CD Tool Jenkins
Web Server Nginx
Database PostgreSQL
SSL Certificate Let's Encrypt

The performance of the backend system and DevOps
workflow was quantitatively evaluated to measure the impact
of CI/CD integration on deployment efficiency, system
reliability, and API performance stability. Key metrics
included deployment time (from code commit to production),
API response time (average latency of critical endpoints),
error rate (percentage of failed requests), and system
downtime (total service unavailability). Data were collected
from Jenkins build logs, Nginx access logs, and load testing
using the Postman Collection Runner with 1,000 concurrent
requests. The evaluation was conducted in two phases before
DevOps integration (manual deployment baseline) and after
full CI/CD implementation (automated pipeline) over a 20-
day testing period to ensure consistency and reliability of the
results.

D. Cutover

The cutover phase is part of the DevOps implementation
that ensures the EngVenture Application backend can run
stably in the production environment. The main activities in
this phase include the automated deployment process through
the Jenkins pipeline, service management in containers using
Docker, and server configuration with Nginx and SSL to
ensure access security. With the cutover phase, the backend is
not only completed but also successfully migrated to the
server infrastructure so that it can be reliably accessed and
used by application users.

(¥) #78 (26 Okt 2025 21.36.48)

QI) Started by GitHub push by AlfianBisma07

®

This run spent:

* 9.8 sec waiting;
¢ 1 min 52 sec build duration;
¢ 2 min 2 sec total from scheduled to completion.

Revision: a2f47534221143b56bb79c9a91c5cde0e781d244
Repesitory: https://github.com/AlfianBisma07/EnglishEngventure.git

@ git

¢ refs/remotes/origin/main

This was approved by user Alfian Bisma.

Changes

<>

1. fix (details / githubweb)

Figure 3. 15 Jenkins Pipeline Display with Successful Build Status

The image shows the results of implementing a pipeline on
Jenkins for the EngVenture application's backend project at
the IntSys Research Lab. The build process was successfully
executed, as indicated by the green status icon on build
number #78. This indicates that the code integration from the
repository was processed without errors. Jenkins'
implementation is an essential component of the Continuous
Integration/Continuous  Deployment (CI/CD) concept
because it enables the automated testing and distribution of
every code change to the server. If the build process is
ongoing or not yet accepted for deployment to the production
environment, the status indicator is a running bar, and the
green color turns gray. Thus, the backend system can be
consistently maintained, minimizing manual errors and
supporting more efficient DevOps practices during the
cutover phase.

) Container status
D 247baddadde]93438572b1e2c96B8ebbBa0aabCSacT 1ac1atBibbIbab586622
Name golang_api &
1721703

IP address

Status Running for & hours

Created 2025-10-27 04:38:38

Start time

2025-10-27 14:45117

Container webhook @

Figure 3. 16 A Golang Docker Container is Running on The Server

Figure 3.16 shows the container resulting from compiling
the EngVenture application backend in a staging environment
with Docker. The figure shows that the golang api_staging
container runs from the asyncrons/kp-golang:latest image by
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executing the ./main command as the application's starting
point. The container remains active for several minutes with
an "up" status and maps host port 7001 to internal port 8080
so the backend service can be accessed according to the
specified network configuration. This indicates that the
deployment process at the staging stage was successful and
that the backend system is ready for testing before moving to
the production environment.

‘= Image details
D sha256:6da73c16717ee30fcb0424e148c0a80563284081e2d69fd31ca529ab2dcd3928
size 702.8 MB

Created 2025-10-27 04:38:10

Build Docker on linux, amd64

Figure 3. 17 Successfully Built A Golang Docker Image for The Backend

Figure 3.17 shows the details of the Docker image used to
run the container. The asyncrons/kp-golang:latest image,
which was generated about an hour before the screenshot was
taken, is approximately 702.8 MB in size. The unique ID,
sha256:6da73c16717ee30fcb0424e148c0a80563a84081e2d6
9fd31ca529ab2dcd3928, marks the latest version of the image
resulting from the build process. This information proves that
the pipeline successfully built the backend image, which was
then used in the active container. Together, Figures 3.16 and
3.17 show that the Continuous Integration/Continuous
Deployment (CI/CD) flow has been running consistently
because the built image can be used directly for testing in an
isolated, controlled staging environment.

e nginx.service - A high performance web server and a reverse proxy server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset
Active: active (running) since Sun 2025-10-26 18:51:42 UTC; 14h ago

Docs: man:nginx(8)
Process: 4037859 ExecStartPre=/usr/sbin/nginx -t -q -g daemon on; master_pr
Process: 4037860 ExecStart=/usr/sbin/nginx -g daemon on; master_process on
Process: 4121564 ExecReload=/usr/sbin/nginx -g daemon on; master_process on
Main PID: 4037861 (nginx)
Tasks: 3 (limit: 9518)
Memory: 7.5M
CPU: 7.242s
CGroup: /system.slice/nginx.service
4037861 "nginx: master process /usr/sbin/nginx -g daemon on; mas
4121565 "nginx: worker process” "" "o "omrommomwommwommomwowwowe
4121566 "nginx: worker process" "" " ontomrommommommommommowwowe

Figure 3. 18 Nginx Service Status

The configuration testing results indicate that the
nginx.conf file is valid, with no syntax errors detected, and
the service status shows that Nginx is currently active
(running). This confirms that the server is successfully
operating as a reverse proxy and is ready to handle incoming
client requests. The system logs also display several reload
activities, which typically occur after configuration updates to
ensure that new settings are applied without interrupting
server availability. Under these conditions, the server is able
to manage network traffic effectively while maintaining
service reliability and security.

o—

25 asynfxy.web.id/golang_api/

< Keamanan X
asynfxy.web.id

E’ Koneksi aman
nformasi Anda (misalnya, sandi atau nomor
kartu kredit) bersifat pribadi saat dikiimkan ke

situs ini. Pelajari selengkapnya
Sertifikat valid 4

Figure 3. 19 SSL Security Display on The Domain asynfxy.web.id

As shown in the image, the domain asynfxy.web.id has
been successfully secured with a valid SSL certificate. A
padlock icon and a secure connection message in the browser
indicate that all data exchanged between users and servers is
encrypted using the HTTPS protocol. This ensures that
sensitive information, such as credentials or personal data,
cannot easily be accessed by third parties during transmission.
Validation of the certificate by a trusted authority further
strengthens security, ensuring that the connection between the
EngVenture application and its users is secure and compliant
with DevOps best practices during the cutover phase.

TABLE IV
SYSTEM PERFORMANCE COMPARISON BEFORE AND AFTER DEVOPS
INTEGRATION
Parameter Before After Improvemen
DevOps DevOps t
Integration | Integratio
n
Average 6.23 min 1.48 min 185% (faster)
Deploymen
t Time
API 160 ms 159 ms ~0% (stable)
Response
Time
Error Rate 211 138 143.4%
(lower)
Downtime <5 min <5 min 0% (stable)
(not
detected)

Build 78% 95.7% 122.7%
Success (manual, (otomatis
Rate sering gagal | Jenkins)

dependency

)
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Table IV compares system performance metrics before and
after DevOps integration, evaluated from 22 September to 29
October 2025 using Jenkins build logs, Nginx access logs, and
Docker container records. Each metric was calculated
quantitatively based on system monitoring data using the
following formulas: API Response Time = X(Server
Response Time) / Number of Requests, Error Rate = (Number
of 5xx Errors / Total Requests) x 100%, Downtime =
Y(Duration of Service Unavailability), Build Success Rate =
(Successful Builds / Total Builds) x 100%, and Improvement
= (Before Value — After Value) / Before Value x 100%. The
Average Deployment Time was obtained from start—finish
timestamps in the Jenkins pipeline, API Response Time from
load testing (Postman Collection Runner), Error Rate from
HTTP 5xx logs in Nginx and Docker, Downtime from service
interruption and container uptime data, and Build Success
Rate from Jenkins automation reports. This quantitative
approach provides a measurable and empirical evaluation of
system efficiency, reliability, and stability improvements
after DevOps integration.

E. Discussion and Impact on User Satisfaction

The implementation of DevOps practices in the
EngVenture backend system has significantly improved both
technical performance and user experience without
compromising essential functionality. Through Jenkins-based
automation and Docker containerization, the system achieved
an 85% reduction in average deployment time and a 43.4%
decrease in error rate, indicating that the automated CI/CD
pipeline effectively minimizes human error, accelerates
release cycles, and maintains service continuity with near-
zero downtime. From the user perspective, these technical
improvements directly enhance satisfaction by enabling faster
feature updates, reducing API response latency, and ensuring
greater system stability. Moreover, enhanced reliability and
multi-layered security mechanisms (API Key, JWT, and
SSL/TLS) have strengthened user trust, addressing the 90.1%
of respondents who prioritized data protection and
accessibility. Overall, the integration of DevOps not only
optimized operational efficiency but also fostered a secure,
responsive, and dependable learning environment that
supports continuous improvement in the EngVenture
platform.

IV. CONCLUSIONS

This research successfully designed and implemented a
backend system and DevOps workflow for EngVenture, a
gamification-based English learning platform. Requirements
analysis through a validated questionnaire (Cronbach's a =
0.89, n = 101) identified data security (90.1%), system speed
(91.1%), and secure authentication (69.3%) as primary user
priorities. The system integrates a RESTful API with JWT
authentication, API key validation, and SSL/TLS encryption,
deployed through an automated CI/CD pipeline using Docker,
Jenkins, and Nginx.

Quantitative evaluation over a 20-day period demonstrated
significant improvements: 85%  faster deployment
(6.23—1.48 minutes), 43.4% error reduction (211—138
errors), 95.7% build success rate, and stable API response
time (~160ms) under load testing with 1,000 concurrent
requests. These results directly address empirically identified
user requirements and validate the effectiveness of integrating
structured DevOps practices in educational technology
systems.

The study has two limitations: prototype-stage testing over
a limited period (20 days) and a sample size (n=101) that may
not fully represent Indonesia's diverse English learning
population. Future research should conduct large-scale
production testing, implement Kubernetes for advanced
orchestration, integrate Al-based personalized learning, and
establish centralized log aggregation systems (Docker, Nginx,
Jenkins, application logs) for real-time monitoring, automated
alerting, and proactive maintenance to enhance long-term
system reliability and observability.
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